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Scope of Study and Definition of Terms

This study is an analysis of standards and best practices of international
functional organizations with missions related to the mandates established in Security
Council Resolution 1373. The report draws upon interviews with current and former
representatives of key functional and regional organizations and documents published by
those organizations. The report presents an initial survey of existing standards in select
technical areas that are directly relevant to UN counter-terrorism requirements. It provides
recommendations on standards and best practices that could be approved by the Security
Council and promulgated internationally to enhance implementation of global counter-
terrorism obligations.

For the purposes of this study the definition of the term “best practices” is: a finite
number of achievable benchmarks and procedures proven to be valuable in enabling counter-
terrorism-related entities to learn from each other and adopt policies and practices that are
successful in improving the implementation of international counter-terrorism obligations.
This definition conforms to the Counter-Terrorism Executive Directorate’s description of
a best practice “as a technique, an activity, a strategy, a methodology or approach that has
been shown, through application and evaluation, to be effective/and or efficient in achieving
a desired result.”
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Report Summary

This report provides an assessment of core standards and best practices for
implementing relevant UN Security Council counter-terrorism resolutions. It draws from
the Counter-Terrorism Executive Directorate’s “Framework for the Collection, Analysis and
Dissemination of Best Practices” and builds upon that work by examining the standards of
international functional bodies. As CTED Executive Director Javier Rupérez pointed out,
bodies such as the Financial Action Task Force (FATF), Interpol, The International Civil
Aviation Organization (ICAO), and the International Maritime Organization (IMO) have
already “invented the wheel” and have devised an array of relevant standards and best
practices. This report is intended to assist the CTC in evaluating and where appropriate
adopting these standards.

To assist policymakers and practitioners in understanding and implementing the
multiple requirements of Resolution 1373, the report identifies three broad areas of counter-
terrorism implementation: combating terrorist financing, improving legal practice and
law enforcement, and enhancing territorial control. It also identifies three cross-cutting
categories that apply to all implementation requirements: international cooperation, the
provision of technical assistance, and compliance with human rights standards.

Resolution 1373 gives priority to measures against the financing of terrorism. FATF
is the principal standard-setting body in the area of anti-money laundering and combating
the financing of terrorism (AML/CFT). A number of member states and the CTED
have recommended that the CTC endorse the FATF standards. Resolution 1617, which
strengthened Security Council sanctions against Al Qaeda and the Taliban, “strongly urges
all Member States to implement the comprehensive international standards embodied
in the FATF Forty Recommendations on Money Laundering and the FATF Nine Special
Recommendations on Terrorist Financing.” The FATF guidelines are widely viewed as the
clearest, most readily available standards for adoption.

The FATF and other international financial institutions have developed systems for
assessing implementation that may be of relevance to the CTC. In the “mutual evaluations”
process, each member country is assessed by a team of experts from the legal, financial,
and law enforcement fields of other FATF members during an on-site visit. The team issues
a confidential report which provides an assessment of the extent to which the country in
question has moved forward in implementing effective AML/CFT measures and highlights
those areas in which further progress may still be required.

One of the central objectives of Resolution 1373 and of the entire United Nations
counter-terrorism program is to strengthen cooperative law enforcement efforts. The largest
and most important international agency with standards and practices that are relevant to
counter-terrorism law enforcement is Interpol. One of Interpol’s most valuable tools to assist
member countries is its new [-24/7 secure police communications system. The Security
Council has recommended that priority attention be devoted to improving the access of
states to the 1-24/7 communications system and other mechanisms of law enforcement
information exchange.

Vi



Mutual legal assistance and extradition treaties are also crucial to the success of
international counter-terrorism efforts. They form the basis for cooperation between
legal, judicial, and law enforcement authorities in different countries in conducting joint
investigations and transferring criminal suspects. The European Union and other regional
organizations are upgrading efforts to improve mutual legal assistance and the extradition of
suspects.

Resolution 1373 calls on states to strengthen control of their borders by denying safe
haven and the movement of terrorists across and within their borders; increasing border,
aviation, and maritime security; improving customs enforcement; and tightening the
security of travel and identity documents.

Principal organizations engaged in these efforts include the International Civil
Aviation Organization, which sets standards and develops recommendations in aviation
security and has spearheaded international efforts to standardize travel documents; the UN
High Commissioner for Refugees, which is the primary agency responsible for refugee
status determination; the World Customs Organization, which develops standards and
best practices among national customs agencies; the Organization for Security and Co-
operation in Europe (OSCE) and the Wassenaar Arrangement, which establish standards for
small arms and light weapons control; and the International Maritime Organization, which
develops and disseminates standards and best practices relating to ship and port security.
CTC endorsement of the relevant best practices developed by these agencies would advance
the goal of establishing counter-terrorism implementation standards.

The Handbook on Best Practices on Small Arms and Light Weapons produced by
OSCE could serve as a model for similar handbooks developed for other counter-terrorism
implementation categories. In his recommendations for a global counter-terrorism strategy
in April 2006, the UN Secretary-General pledged to disseminate United Nations counter-
terrorism resources through an online handbook that should “make clear where to look for
relevant resources, including best practices available in key areas and frequently asked
questions.”

The current CTED practice of utilizing functional agency standards informally is not
sufficient for maximizing implementation of UN counter-terrorism mandates. To achieve
necessary assurances of universality, transparency, and objectivity, the CTC or the Security
Council should formally endorse the relevant standards and best practices of the functional
organizations. Where necessary the CTC should adapt and refine the standards for UN
purposes, working with the relevant functional organizations to identify and fill gaps that
may exist between those standards and best practices and the specific requirements of UN
Security Council mandates.

As the CTC moves forward with identifying and endorsing relevant standards and best
practices, certain general recommendations should guide the process:

Endorse or adopt agreed standards and best practices that are characterized by

universality, transparency, and objectivity. Adopting and endorsing standards and best
practices will improve the transparency and objectivity of the CTC’s work. The process
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by which they are adopted should include the input of all interested parties including
functional organizations, as well as states, regional, and subregional organizations.

Prioritize a succinct set of standards and best practices. Select a finite set of
manageable best practices and ensure that in their final form they are both technically and
politically useful. Disseminate the standards in user-friendly handbooks.

Limit the list of thematic implementation categories to make the scope of the
standards definition process more manageable and accessible. Consider adopting a
simplified set of three categories of counter-terrorism implementation: terrorist financing,
legal practice and law enforcement, and territorial control. Include cross-cutting issues
within each category: international cooperation, the provision of technical assistance, and
compliance with human rights standards.

Strengthen coordination with relevant functional organizations. Cooperate with
international functional organizations to develop the proposed finite set of standards and
best practices relevant to the implementation of Resolution 1373.

Enhance information exchange among all relevant actors. Strengthen coordination
with relevant functional organizations, regional organizations, and assistance providers
by ensuring a maximum level of information exchange. In instances where confidentiality
agreements or other procedural obstacles prevent the exchange of assessment information,
seek the approval of states to disseminate all or some of such information to relevant
stakeholders.

Coordinate with the other elements of the UN, particularly the other Security
Council counter-terrorism-related subsidiary bodies and UNODC. Continue to improve
coordination with the other counter-terrorism related bodies, including the UNODC and
its Terrorism Prevention Branch, the Al Qaeda/Taliban Sanctions Committee, and the 1540
Committee addressing issues related to weapons of mass destruction.

Encourage partnerships with stakeholders, including private enterprise, to identify
common interests and get “buy in” in the development and implementation of the standards
and best practices. The most effective implementation of counter-terrorism standards and
best practices has occurred in sectors and regions where the common regional interests and
those of the private sector have been taken into account.

Employ innovative assessment and evaluation mechanisms. Peer evaluation and
mutual assessment processes such as those devised by the IMF, the World Bank, and the
FATF on AML/CFT, and the EU on counter-terrorism measures, provide alternatives to
more coercive measures such as “naming and shaming” or referring noncomplying states
to the Security Council. Recommended standards and best practices should form the basis
for providing concrete incentives through the facilitation of capacity building and technical
assistance.

Improve dissemination and implementation of best practices at the regional level.
Improving dissemination and implementation of best practices by regional organizations is
essential to the success of international counter-terrorism efforts. The CTC should help to
convene regional workshops that bring together local practitioners to develop best practice
standards that are consistent with international standards but that are tailored to specific
regional practices.
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1. Introduction

Immediately after the September 11, 2001 attacks, the UN Security Council adopted
Resolution 1373 to mobilize states in a campaign of nonmilitary cooperative measures to
combat global terrorism. The resolution required every UN member state, among other
things, to freeze the financial assets of terrorists and their supporters, deny terrorists travel
or safe haven, prevent terrorist recruitment and weapons supply, and enhance information
sharing and criminal prosecution against terrorists. (For the full text of Resolution 1373, see
Appendix A).

To monitor and facilitate implementation of those obligations, the Security Council,
under Resolution 1373, created a subsidiary body, the Counter-Terrorism Committee (CTC).
Subsequently, the Security Council endowed the CTC with a larger, more permanent expert
staff in the form of the Counter-Terrorism Executive Directorate (CTED). At present
the essential functions of the CTC and its Executive Directorate are to determine states’
capacities to comply with their obligations under Resolution 1373 and to ensure that
potential donors have sufficient information to provide counter-terrorism capacity-building
assistance in a timely and sustainable manner.

The development of a succinct set of standards and best practices related to the
obligations imposed by Resolution 1373 will improve the ability of the CTC to:

1) monitor and identify gaps in implementation of states’ counter-
terrorism obligations;

2) provide a basis for improving the coordination of assistance to states
lacking the capacity to implement those obligations;

3) strengthen the role of key functional and regional organizations in
implementation efforts; and

4) ensure transparency and objectivity of assessments.

As a delegate to the CTC observed, “CTC best practices would go a long way to
helping states get a better understanding of what steps should be taken to implement
the various provisions of resolution 1373.”2 When the G8 heads of states reaffirmed
their commitment to combating terrorism in July 2006 in St. Petersburg Russia, they
also declared: “[i]n order to help States meet their obligations under UNSC counter-
terrorism resolutions, we encourage the Council, including through its CTC, 1267
and 1540 committees, to endorse on an expedited basis the counter-terrorism-related
recommendations developed by international bodies such as IAEA, ICAO, IMO, and WCO,
as well as the FATF, and, most importantly, we support the development of best practices
in areas in which none currently exist.“2 For the Security Council, the existence of uniform



standards would permit more objective evaluations of states’ implementation of their
counter-terrorism-related obligations and could form the basis for decisions that may be
necessary to elicit further implementation.

Overview

This report provides an assessment of core standards and best practices for
implementing relevant UN Security Council resolutions and furthering the council’s effort
in that regard. It draws from the “Counter-Terrorism Executive Directorate’s Framework
for the Collection, Analysis and Dissemination of Best Practices,” but attempts to answer
and go beyond many of the central questions raised there. The report builds upon the
work accomplished to date by examining key publicly available standards among existing
international functional agencies. It identifies “best practices on the development of best
practices,” offering recommendations that are the most broadly applicable and useful to the
implementation of Security Council Resolution 1373.

The report begins with a discussion of the progress to date within the CTC, examining
the mandates for the CTC’s consideration of standards and best practices, the effort by the
committee to adopt best practices in the area of terrorist financing, and the CTC’s plan for
moving forward. The core of the report divides the requirements of Resolution 1373 into
three broad categories and analyzes existing standards and best practices of international
functional organizations relevant to each category. The report examines the suitability of
these standards for adoption by the CTC and concludes with a series of recommendations
for the CTC as it moves forward with identifying and developing best practices. The report
includes a snapshot of implementation efforts in the Asia-Pacific region.

2. Progress To Date In Developing Best Practices

The CTED has developed a “recommended methodology” for the “collection, analysis,
development and dissemination of best practices.”® The methodology consists of six steps:
identifying required best practices, identifying relevant organizations/institutions, analysis
and validation, addressing needs/gaps, documentation and linking to the CTC website,
and promotion.® The CTED framework identifies the important role that representatives of
international functional organizations can play in identifying best practices and builds upon
ongoing cooperation and analysis spearheaded by the CTC since 2001.5

The consideration of standards and best practices was on the agenda at the CTC’s
first special meeting, held in New York in March 2003. At that meeting it was agreed that
“[a]ll international, regional and subregional organizations would communicate to each
other and the Counter-Terrorism Committee international best practices codes and standards
relevant to the implementation of resolution 1373 (2001).”” Similar commitments to develop
best practices were voiced at subsequent special CTC meetings in Washington D.C. in



conjunction with the Organization of American States in October 2003; in Vienna in March
2004 with the United Nations Office on Drugs and Crime (UNODC) and the Organization for
Security and Co-operation in Europe (OSCE); and in Almaty, Kazakhstan in January 2005
hosted by the Commonwealth of Independent States.

The CTED is now working to create methodologies that could lead to more formalized
evaluation criteria and performance standards. In its December 2005 review of the CTED,
the CTC noted that it “attaches importance to the issue of best practices”® and called for
updated information to be posted on the committee website regarding international best
practices. To date (July 2006), the website lists best practices and standards developed by the
International Monetary Fund (IMF), the Basel Committee for Banking Supervision (BCBS),
the United Nations Office on Drugs and Crime (UNODC), the Organization for Security and
Co-operation in Europe (OSCE), and the World Customs Organization (WCO).

As CTED executive director Javier Rupérez has pointed out, international functional
organizations such as the Financial Action Task Force (FATF), Interpol, the International
Civil Aviation Organization (ICAO), and the International Maritime Organization (IMO)
have already “invented the wheel.”® Those agencies and numerous others have devised a vast
array of relevant standards and best practices (For an overview of key standards and best
practices see Appendix B).

A general overview paper on the identification of best practices related to Resolution
1373 was prepared by the CTED and acknowledged by the committee in its programme
of work for January—March 2006. The CTC indicated that it “will seek to conclude this
discussion and develop guidance on how to proceed.”2°

The CTED has focused its efforts on making operational each specific provision
of Resolution 1373 and identifying specific corresponding best practices. To stimulate
discussion of the issue at the CTC’s 168th meeting the CTED also provided to the CTC
a directory of international best practices, codes, and standards identified by the CTED
in order to assist member states in their implementation of Security Council Resolution
1373.2¥ Such an approach may be useful to the CTC in assessing implementation of specific
provisions, but a consolidated functional framework may be more helpful in categorizing the
requirements of Resolution 1373 for stakeholders to understand and use effectively.

3. Categories Of Implementation

This report proposes new, simplified categories of Resolution 1373 implementation
requirements, dividing its provisions into three broad areas: terrorist financing, legal
practice and law enforcement, and territorial control. The report also identifies three cross-
cutting categories that apply to all implementation requirements: international cooperation,
the provision of technical assistance, and compliance with human rights standards. These
categories can be adapted or expanded as the CTC’s mandate evolves.22 Simplifying



Terrorist Financing
* Anti-money laundering/
combating the financing
of terrorism
Financial Intelligence Units

Legal Practice and

Law Enforcement
* Law enforcement cooperation
- Mutual legal assistance ! = Technical assistance

Cross-cutting Issues
= International cooperation

- Extradition : * Human rights

Territorial Control 55> ol !
- Travel documents ' » Categorlzatlon of
« Aviation security ; Resolutlon 1373

- Refugee status

= Customs ‘ lmplementatlon
= Weapons supply ' Requ,rements

* Maritime security

and consolidating the categories as proposed will make it easier for policymakers and
practitioners to understand and implement the multiple requirements of Resolution 1373.

The three broad categories proposed here are based on the operational paragraphs of
Resolution 1373: paragraph 1, [(a) to (d)], paragraph 2, [(a) to (g)], and paragraph 3,[(a) to
(9)]. As presented in Appendix C, each of the operational provisions in the resolution can be
placed within one (or in some cases two) of the three broad categories identified above. The
table above depicts the proposed simplified categorization.

The bulk of this report focuses on best practices in the three broad categories, but the
cross-cutting categories also deserve careful attention and should be applied to all areas of
implementation related to Resolution 1373 and all other counter-terrorism mandates.

International cooperation: Coordination and consultation with international, regional,
subregional, and specialized functional organizations are imperative for the development,
dissemination, and implementation of best practices and standards across all thematic areas
of Resolution 1373. Security Council resolutions mandate that the CTC and its executive
directorate consult with other organizations in this area. It is not possible for the CTC with
its limited resources to develop standards in a vacuum. Whenever possible, standard-setting
entities must take the lead in developing practices. The CTC must work with organizations
inside and outside the UN system to ensure that practices benefit all states in all regions
and that they are culturally and contextually appropriate. The requirement for international
cooperation applies equally to the relevant specialized functional organizations, regional
and subregional organizations, and individual member states across all the thematic areas of
Resolution 1373.



Provision of technical assistance: The standards and best practices discussed in this
study are intended to prioritize and facilitate the provision of technical assistance for states
and regional and subregional organizations. Every standard and best practice identified in
this paper requires a corresponding institutional capacity on the part of a member state or
regional and subregional organization. In many instances, member states and organizations
may lack sufficient capacity to implement the recommended standards and practices. It is
vital that capacity needs are identified and fulfilled. The CTC is mandated with facilitating
the provision of technical assistance to enhance implementation. In carrying out that
function, the CTC should take into account contextual issues that are specific to the region
in question, drawing upon good governance criteria utilized within the development
community. Standards of governance and performance in the security sector have a
direct bearing on social and political stability and the prospects for long-term economic
development. In the context of efforts to counter terrorism, it seems particularly relevant to
strengthen government institutions operating in or close to the security sector. This more
comprehensive approach to capacity building assessments will help states identify needs
for preventing conflict and violent extremism and for improving governance and long-term
development.

The linkage between security and development has been increasingly acknowledged
within the development community. Poverty reduction and social development can be
sustained only if there are institutions and mechanisms of governance that ensure the
security and safety of citizens.22 The development community has given greater attention
in recent years to improving the functioning of government institutions.24 There is also
recognition among security actors that short-term operations related to counter-terrorism
will not bring sustainable benefit without corresponding attention to underlying longer-term
development needs. As the UN Secretary-General stated, “the three freedoms which all
human beings crave—freedom from want, freedom from war or large-scale violence, and
freedom from arbitrary or degrading treatment—are closely interconnected. There is no long-
term security without development. There is no development without security.”%3

Assessments of counter-terrorism capacity building needs in developing countries
must first identify the specific challenges that each country and region faces. In the Horn of
Africa and South Asia, for example, the obstacles to the implementation of counter-terrorism
mandates are not merely technical or legal. A lack of government accountability and mistrust
between citizens and security forces may weaken public support for legitimate counter-
terrorism measures. An active strategy to win “hearts and minds” and a greater emphasis on
human rights protection and social development would be helpful in both regions to gain
public backing for successful implementation of counter-terrorism requirements.

Human rights: The implementation of counter-terrorism measures requires states to
comply with universal human rights standards. The UN Secretary-General has included the
defense of human rights as one of the five pillars of global counter-terrorism strategy and
has devoted an entire section to human rights in his recommendations for a global counter-
terrorism strategy.1® Resolution 1456 states that: “States must ensure that any measure taken
to combat terrorism comply with all their obligations under international law, and should



adopt such measures in accordance with international law, in particular international human
rights, refugee, and humanitarian law.”2? Human rights organizations have argued, therefore,
that the CTC has “an obligation to ensure respect for human rights in counter terrorism
efforts by member states.”2€

According to the Office of the High Commissioner for Human Rights (OHCHR),
“[hJuman rights law has sought to strike a fair balance between legitimate national
security concerns and the protection of fundamental freedoms.”2€ In April 2005 OHCHR’s
Commission on Human Rights decided to appoint “a special rapporteur on the promotion and
protection of human rights and fundamental freedoms while countering terrorism.”2% The
first report of the rapportuer in December 2005 stated that “States are not receiving a clear
enough message from the [Counter-Terrorism] Committee concerning their duty to respect
human rights while countering terrorism.”2¥ The report also expressed a desire to continue
“dialogue with the Committee and the Counter-Terrorism Executive Directorate including, in
particular, the joint identification and compilation of “best practices” in the field of effective
and human rights compatible responses to terrorism.”

The CTED includes an expert on human rights on its staff, which will enhance the
ability of the CTC to ensure that counter-terrorism best practices are compatible with respect
for human rights. Respect for human rights must be a fundamental element which undergirds
standards and best practices in all of the issue areas of Resolution 1373.

3.1 Terrorist Financing

Resolution 1373 gives priority to measures against the financing of terrorism. It devotes
an entire operative paragraph to this issue and calls on states to sign, ratify, and implement
the International Convention for the Suppression of the Financing of Terrorism (1999).

The emphasis by Resolution 1373 on terrorist financing, as well as the work done by the
FATF, is why standards and practices in this area have received the greatest attention in the
CTC. In its communications with governments, the CTC has noted that implementation of
paragraph 1 of Resolution 1373 requires states to have a mechanism in place to register,
audit, and monitor the collection and use of funds and other financial resources, including by
charitable associations, to ensure that such funds are not diverted to terrorist purposes. The
CTC has also urged states to regulate all money and value transfer systems, whether formal
or informal, and to license or register all persons involved in such transfers. In addition, the
CTC has determined that implementation of paragraph 1 requires financial institutions and
other intermediaries to be under legal obligation to identify their clients and report suspicious
transactions to a financial intelligence unit or other relevant authority.22

Financial Action Task Force

FATF is the principal standard-setting body in the area of anti-money laundering and
combating the financing of terrorism (AML/CFT). FATF was established by the Group
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of Seven in 1989 to develop standards and promote policies to combat money laundering.

It later broadened its focus to include terrorist financing. The FATF is not an official or
permanent international organization and its membership is not universal. FATF is currently
comprised of thirty-one member “jurisdictions” and two regional organizations (the European
Commission and the Gulf Co-operation Council).?®|/A much larger number of states (over
100) are members of FATF-Style Regional Bodies (FSRBs) and as such have pledged to
implement common countermeasures to address the problems of financial crime and money
laundering, including the financing of terrorism.

In its first year, the FATF issued a set of Forty Recommendations as part of a
comprehensive plan of action against money laundering.24 The FATF adopted eight Special
Recommendations on Terrorist Financing at its plenary meeting in Washington D.C. on
29-30 October 2001. It added a ninth recommendation in October 2004 and issued a best
practices paper in February 2005 to address the physical transportation of funds across
borders for potential terrorist financing or money laundering purposes (For a complete list
of the FATF’s Special Recommendations on Terrorist Financing, see Appendix D). The FATF
established a working group which has developed and published guidance for the Special
Recommendations on Terrorist Financing. The FATF issues Special Interpretative Notes and
best practices papers on issues such as preventing the misuse of nonprofit organizations’
wire transfers, the freezing and seizing of terrorist assets, and the criminalizing of terrorist
financing.

In 2005, pursuant to Resolution 1566, the CTC initiated work on developing a set
of best practices related to the financing of terrorism. A number of member states and the
CTED recommended endorsing the FATF’s Nine Special Recommendations on Terrorist
Financing. Committee members expected that the Security Council’s late July 2005 adoption
of Resolution 1617 (strengthening council sanctions against Al Qaeda/Taliban and its
associates), which “strongly urges all Member States to implement the comprehensive
international standards embodied in the FATF Forty Recommendations on Money Laundering
and the FATF Nine Special Recommendations on Terrorist Financing,” would expedite the
CTC’s work in this area.2% As of this date, however, no decision has been reached on the



matter.28 The FATF guidelines are widely viewed as the clearest, most readily available
standards for adoption. However, committee members have not been able to agree on
whether to adopt FATF standards wholesale, to modify them in some fashion, or to use

them as a basis for the CTC to develop separate standards of its own. While problems arise
from the limited membership of the FATF and from concerns expressed by some Security
Council members about approving or adopting recommendations which they had no role

in developing, multilateral organizations such as the Asia-Pacific Economic Cooperation
(APEC) and the OCSE have managed to adopt FATF standards and best practices in a timely
manner.

Egmont Group: Financial Intelligence Units (FIUs)

The Egmont Group represents 101 countries with “recognized operational FIUs”
around the world. Financial Intelligence Units are specialized governmental agencies
established with the purpose of developing systems to detect financial crime and money
laundering. FIUs are set up to receive and analyze information from financial institutions
about potential unlawful activity. In many cases FIUs disseminate this information to
appropriate government authorities and internationally to other FIUs in support of national
and international law enforcement operations. The Egmont Group has no permanent
secretariat and is not a formal organization. It promotes international cooperation and
facilitates information exchanges among FIUs. It does not set uniform guidelines for
FIUs but has developed best practices for the exchange of information between Financial
Intelligence Units.2?

While the FIUs have implemented programs which have been successful in monitoring
and tracking suspicious money transactions at the national level, there is no central
location for these transactions to be reported or linked to transactions from other countries.
Interpol recognized this and is currently in the process of implementing the Interpol Money
Laundering Automated Search System, designed to be the first global central location where
money laundering transactions can be reported and linked to transactions in other countries.
This system will not only allow for the corroboration of information on money transactions,
but may also provide links between suspected individuals and possible criminal activities,
thus assisting member countries’ investigations.

Basel Committee and the Coordination Group

The Basel Committee on Banking Supervision, the International Association of
Insurance Supervisors (IAIS), and the International Organization of Securities Commissions
(10SCO) have provided useful standards on customer due diligence and customer
identification. The Basel Committee’s Customer Due Diligence for Banks (October 2001)
provides important customer standards in these areas. The work of the IAIS and I0SCO
has been important in providing AML/CFT guidance to the securities and insurance sectors
which like the banking sector may also be vulnerable to misuse for money laundering and
the financing of terrorism. The three entities formed a coordination group in 2003, meeting



in Berlin to review common AML/CFT standards and identify gaps or inconsistencies in
approaches and recommendations.

Implementation

The chief obstacles to effective implementation of AML/CFT standards and best
practices arise from: 1) states that lack the capacity to comply (e.g. states with a minimal
regulatory infrastructure or large informal banking sectors) and 2) states that lack the will to
comply (e.g., jurisdictions that thrive on the business generated by bank secrecy.)

The FATF and other international financial institutions have developed specific
processes for assessing implementation of measures to combat financial crime. The first
consists of mutual evaluations, where each member country is assessed by a team of three
or four selected experts from the legal, financial, and law enforcement fields of other FATF
members during an on-site visit. The team issues a confidential report which provides a
“comprehensive and objective assessment of the extent to which the country in question has
moved forward in implementing effective AML/CFT measures and to highlight those areas
in which further progress may still be required.”?®

The FATF also applies graduated peer pressure on noncomplying members. When
a member country is deemed to be out of compliance, the FATF initiates a four-step
countermeasure program in which it:

1.)  requires the country to deliver a report to the FATF plenary meeting;

2.)  sends a letter from the FATF president and/or a high-level mission to the
country;

3.)  issues a statement requiring financial institutions to pay special attention
to business transactions with the particular country, its citizens, and its
businesses; and

4.)  revokes membership status in the FATF.

The last two measures can have negative financial implications for the state in
question. In particular, the measure enjoining financial institutions to pay special attention
to business transactions with the designated state constitutes a financial sanction. Although
nominally requiring increased “scrutiny” of financial transactions, essentially this measure
restricts the access of the state, its financial institutions, and its citizens to the international
financial market (or at least the significant percentage of it controlled by FATF member
states) through higher barriers to and costs of entry.

In addition to the measures taken against member states, the FATF has a separate
process for nonmember states deemed noncooperative. In recent years the FATF has



released a list of noncooperative countries and territories (NCCT) that have “serious
systemic problems.”29 The FATF instructs financial institutions in its member states to
give increased “scrutiny” to financial transactions with countries on the NCCT list. Banks
and other financial institutions are advised to be wary of conducting business in countries
that are deemed to have “inadequate anti-money laundering and counter-terrorist financing
infrastructure.”®9 The consequences of being placed on the NCCT list can be severe for
the designated country which acts as a strong incentive for that country to adopt necessary
improvements in its financial regulatory systems.

The NCCT listing process has stirred controversy. Many countries have objected
to the “name and shame” approach embodied in the listing process. The fact that FATF
lacks universality and is, for the most part, composed of the world’s richest countries
has compounded these concerns. As a result and because of greater involvement of the
IMF, which mandates voluntary involvement in its reviews, reliance on the NCCT listing
process has dwindled in recent years and is no longer the preferred FATF mechanism for
encouraging compliance with measures to prevent money laundering and the financing of
terrorism.

The FATF is working with other organizations and entities to build a worldwide
AML/CFT network to improve implementation of AML/CFT standards and best practices.
FATF has created “primary” partnerships with seven FSRBs, which focus on implementing
the FATF Recommendations through standard setting and mutual evaluation processes for
assessing compliance.®? Since 2002, the IMF, together with the World Bank, has also been
conducting assessments of their member states’ compliance with FATF recommendations
as part of its Offshore Financial Centers and Financial Sector Assessment Programs. To
avoid overlap and duplication of effort with the mutual evaluation programs of the FATF
and the FATF-style regional bodies, a common assessment methodology was developed
with FATF and the FSRBs, which is now the basis for assessments by all bodies concerned.
Assessments produced by FATF and FSRBs are used to feed the AML/CFT part of IMF
assessments and IMF/World Bank assessments help inform FATF/FSRB mutual evaluation
reports. Monitoring of developments in the AML/CFT areas is also done by the IMF as part
of its monitoring of the international economy as developments in the money laundering
and financing of terrorism areas are now considered relevant factors and are reported to the
IMF board when they may have macro-economic or systemic implications. According to the
IMF, from June 2002 to September 2005, “89 AML/CFT assessments [had] been conducted
worldwide and IMF staff have taken part in 38 of them.”32

FATF also cooperates with other relevant organizations and bodies including the
Offshore Group of Banking Supervisors (OGBS), the Egmont Group, the G8’s Counter-
Terrorism Action Group (CTAG) and regional organizations such as the European Union.
The FATF and the World Bank have also worked with regional organizations, such as APEC,
to provide states with a uniform framework to estimate remittances so they can begin to
conduct in-depth investigations into alternative remittance flows.%3
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In the area of technical assistance and capacity building, the IMF is very active. Since
2001, IMF experts undertook more than 200 missions in more than one hundred countries
to provide technical assistance services. Technical assistance delivered includes legislative
drafting, guidance in strengthening regulatory frameworks, training of personnel involved in
AML/CFT, training of assessors of FSRBs, establishment of FIUs, review of the efficiency
of AML systems, and assessment of AML/CFT risks.

Since 2001 the UNODC and its United Nations Global Programme against Money
Laundering (GPML) have also helped to disseminate and build capacity for implementation
of AML/CFT standards. They have provided technical assistance and training to states in the
adoption of necessary legislation and related infrastructure.

Recommended Action

Adopt the FATF Forty + Nine Recommendations as best practices for UN counter-
terrorism monitoring and implementation. Work with international financial institutions and
relevant organizations, such as the UNODC to adapt FATF guidelines to UN requirements.
Disseminate these standards widely among all member states and regional and subregional
organizations.

3.2 Legal Practice And Law Enforcement

One of the central objectives of Resolution 1373 and of the entire United Nations
counter-terrorism program is to strengthen cooperative law enforcement efforts. Law
enforcement tools are the principal means of preventing the financing of terror and
implementing the 1999 Convention on the Suppression of Terrorist Financing. Legal
practices are pertinent to all of the universal conventions and protocols against terrorism
and are directly relevant to the challenge of enhancing border control and travel security.
Resolution 1373 contains a number of specific provisions on questions of legal practice and
law enforcement.®4 For example, states are required to take steps to prevent and prosecute
those committing terrorist acts and to cooperate with other states in criminal investigations
and law enforcement efforts. Furthermore, Resolution 1373 calls on states to accelerate
information sharing and cooperation to prevent and suppress the commission of terrorist
acts. Resolution 1373 also calls on states to “[b]Jecome parties as soon as possible to the
relevant international conventions and protocols relating to terrorism.” This requires states
to criminalize certain terrorist acts and prosecute or extradite those responsible. International
organizations such as the Commonwealth and UNODC provide guides and model legislation
for implementing those conventions.

Interpol

The largest and most important international agency with standards and practices that
are relevant to counter-terrorism law enforcement is Interpol. With its 184 National Central
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Bureaus, which act as the focal point in each of its member countries, a headquarters in
Lyon, France, regional bureaus in six cities around the world, and a United Nations liaison
office in New York, Interpol has broad-based international participation and representation.
It has developed a number of policy tools for assisting countries in the fight against
terrorism. Its programs fall into three broad categories: 1) prevention, 2) investigation, and
3) support after an attack.®% Interpol also maintains databases and provides mechanisms for
sharing vital law enforcement information.

Interpol has established special regionally focused projects. So far projects have been
initiated in Southeast Asia, Central Asia, Central and South America, and Africa. They
assist states in the regions to identify terrorist groups, collect and share intelligence, provide
analytic support, and enhance capacity to address threats of terrorism and organized crime.

One of Interpol’s most valuable tools to assist member countries to prevent and combat
crime is its new 1-24/7 secure police communications system. This service enables officers
in member countries to gain direct access to Interpol’s various databases, which contain
many millions of records including names of criminals and suspected individuals, search
requests for wanted persons, fingerprints, photographs, DNA profiles, stolen and lost travel
documents, stolen vehicles, and illicit weapons related to criminal cases, as well as other
vital law enforcement information. Interpol describes the information in these databases as
its “lifeblood.”2® Improving the capacity of law enforcement officers to gain direct access to
these information tools is an important way to advance the global counter-terrorism fight.

Police officials report that information exchange is the most important aspect of
law enforcement cooperation. Said one senior official interviewed for this report, “police
cooperation is 80 percent exchanging information.”®? Efforts to improve information
exchange among police services are thus crucial to international law enforcement
cooperation. Resolution 1617 (2005) encouraged member countries “to work in the
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framework of Interpol, in particular through the use of the Interpol database of stolen and
lost travel documents.” Improving access to the 1-24/7 communications system and other
mechanisms of information exchange deserves the highest priority in international efforts
to improve counter-terrorism practices.

Interpol assists member countries in reporting terrorist activity by providing practical
guidelines on the type of information required. These guidelines encourage reports
on crimes that may be linked to terrorism, such as suspicious financial transactions,
weapons trafficking, and the falsification of travel and identity documents. Such efforts to
improve and standardize the reporting of crime and suspicious activity deserve support.
Guidelines for the reporting of potential terrorism-related activity should specify the need
for a) the identity of the person, group, or entity; b) the specific acts under investigation
and their circumstances; c) links with other relevant cases of terrorist offenses; d) the
communications technologies and information obtained; and e) the presence of any threats
related to weapons of mass destruction.

Interpol has established the Fusion Task Force within its Public Safety and Terrorism
Sub-Directorate as a proactive, multidisciplinary mechanism for assisting member
countries in the investigation of terrorism-related activity. It helps countries identify
individuals connected with criminal groups and provides access to specialized databases.
The Fusion Task Force convenes meetings on specific topics or regional issues. It also
disseminates warning lists of individuals wanted for or suspected of terrorism-related
activities. It issues special reports on specific topics, and maintains a secure website
and photo gallery on terrorism-related activity and suspects. Fusion contact officers
have been assigned in nearly 120 countries. These officers maintain an active network
of communication and serve as a vital link in international criminal investigations.2&
Encouraging all countries to participate in the Fusion Task Force will help to advance
international capabilities for the investigation of terrorism-related crime.

Through Interpol’s Command and Coordination Center, which operates twenty-four
hours a day seven days a week, Incident Response Teams are made available to assist
countries in the aftermath of a terrorist attack. These teams can, upon request, provide
investigative and analytic support to help member countries deal with the immediate
challenges of a terrorist incident. They also provide information to the international
community to prevent future attacks. In addition, Interpol provides guidelines to assist
local law enforcement officials in collecting forensic evidence and responding to
incidents.3°

Europol and Other Regional Bodies

Member states of the European Union created Europol as a mechanism to advance
law enforcement cooperation among EU member states. Europol works primarily among
national law enforcement agencies but also with immigration and customs authorities. EU
member states designate liaison officers to work with Europol, which is headquartered
in The Hague, Netherlands. Europol facilitates the exchange of information, provides
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operational analyses, generates strategic reports and threat assessments, provides

expertise and technical support for investigations and police operations, and promotes

the harmonization of crime analysis and investigation among member states. Europol has
also been given the authority to develop so-called “terrorist profiles” that seek to identify
potential target organizations active in the European Union. The agency has established a
24-hour alert counter-terrorism unit and a Counter-Terrorism Task Force to collect relevant
intelligence on potential terrorist threats in a timely manner and to respond quickly with
analyses and threat assessments.

Europol also maintains a law enforcement database. The Europol Computer System
helps national law enforcement agencies across the European Union share information
on known and suspected criminals and on stolen objects. A related database system, the
Schengen Information System (SIS), allows law enforcement and judicial and consular
authorities of EU member states to exchange data on categories of wanted persons and
lost or stolen objects. The SIS database also contains names of third-country nationals to
be refused entry, missing persons, witnesses or persons required to appear before judicial
authorities, and persons or vehicles placed under surveillance for specific purposes. The
SIS is now being upgraded and enlarged in light of the expansion of the EU. The second
generation SIS is expected to be in place in 2007.

Other regional organizations have established task forces to enhance law enforcement
cooperation through the creation of special programs to facilitate professional development
and the exchange of information. Such task forces allow high-level interaction and
exchange of information in both formal and informal settings. The Southern African
Regional Police Chiefs Cooperation Organization includes twelve states®® and has support
from Interpol for its utilization of a Terrorism Early Warning Centre in Harare. Joint
training and police academy programs enhance communication and professionalism
among law enforcement officers. The Jakarta Centre for Law Enforcement Cooperation
participates in ad hoc working groups on law enforcement and legal issues established
at the Bali Ministerial Meeting on Counter-Terrorism in February 2004. With assistance
from the government of Australia, the Centre aims to improve coordination with law
enforcement agencies and centers in Southeast Asia, including the South East Asian
Regional Centre for Counter Terrorism in Kuala Lumpur and the International Law
Enforcement Academy in Bangkok, Thailand.?* The Asian Regional Forum of the
Association of Southeast Asian Nations (ASEAN) has also endorsed measures to enhance
information sharing and intelligence exchanges and document security./*?

Mutual Legal Assistance and Extradition

Resolution 1373 calls upon all states to “[c]ooperate, particularly through bilateral
and multilateral arrangements and agreements, to prevent and suppress terrorist attacks
and take action against perpetrators of such acts.” It further urges states to “[b]Jecome
parties as soon as possible to the relevant international conventions and protocols relating
to terrorism,”*3 which, in most cases, call upon states to criminalize various terrorist
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activities and to cooperate in the investigation, prosecution, and/or extradition of those
responsible. Mutual legal assistance and extradition treaties are crucial to the success of
international counter-terrorism efforts as they form the basis for cooperation between
legal, judicial, and law enforcement authorities in different countries to provide assistance
in areas such as executing search and seizures, transfering criminal suspects, hearing the
testimony of witnesses, and conducting joint investigations.

Although these are functions largely negotiated and conducted bilaterally between
states, certain general models do exist to assist states in developing effective mutual
legal assistance and extradition treaties, laws, and best practices. Principal among these
are the UN’s Model Treaty on Extradition and the Model Treaty on Mutual Assistance
in Criminal Matters. Both of these model treaties were adopted as resolutions by the UN
General Assembly and provide templates and options for negotiating and concluding
such agreements. Another important source of best practices is UNODC’s Model Law on
Extradition and its Manuals on the Model Treaties on Extradition and Mutual Assistance
in Criminal Matters. The UNODC’s Model Law on Extradition provides an instrument for
implementing the provisions of the UN’s Model Treaty on Extradition but also includes
new international norms in extradition law. UNODC’s Revised Manuals on the Model
Treaties on Extradition and Mutual Assistance in Criminal Matters provide extensive
guidance on the purpose, application, and implementation of the two model treaties. In
addition to those materials, UNODC has also produced reports on best practices for mutual
legal assistance case work, conducted training programs, developed software to process
requests for legal assistance, and provided “on-line assistance for requests for mutual
assistance and extradition.”#4

In addition to the hundreds of bilateral agreements that exist between states, mutual
legal assistance and extradition arrangements have been concluded within regional and
multilateral organizations such as the Commonwealth and the European Union. In the
EU, for example, a European Convention on Mutual Assistance in Criminal Matters
entered into force in August 2005, and a specialized agency, Eurojust, was created to
help coordinate investigative and prosecutorial efforts among member states. Despite
these advances in Europe and elsewhere, the global tapestry of mutual assistance and
extradition arrangements remains largely inadequate to deal with the threat of international
terrorism.* Resolution 1373 calls upon states to improve this network of “arrangements
and agreements.” The UN model treaties and UNODC materials in this regard provide a
solid basis from which to begin.

Implementation

Improving the training and operational capacity of police forces is one of the most
important steps countries can take to improve counter-terrorism efforts. The greater the
capability and professionalism of police forces, the stronger the international response to
terrorism. Standards of police capability and training vary greatly from country to country
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and are obviously highest in the most developed states. The standards and practices in
highly developed countries cannot be transferred automatically to developing countries.
Nonetheless, a step-by-step process for raising the capabilities of police forces is possible
and necessary.

The challenge of implementing best practices and improving law enforcement
capacity consists of two major elements: 1) training and raising professional standards
of serving officers, and 2) providing resources for the hiring of additional officers where
they are needed and for the acquisition of infrastructure and communications equipment.
UNODC and Interpol are performing valuable services in leading international efforts to
improve the training and professionalism of police forces in many countries.?® These efforts
should be continued and extended to all countries that may need such assistance. UNODC
and Interpol should continue to coordinate their training activities to assure maximum
efficiency and coverage.

Greater efforts are needed to provide resources to states that need assistance for
the hiring of law enforcement officers and for the acquisition of infrastructure and
communications equipment. These efforts need more international attention and a more
focused assistance effort. The training of police officers will have little impact if police
services do not have the infrastructure and equipment needed to perform their duties and if
they do not have the ability to access Interpol databases or conduct sophisticated criminal
investigations.

As with other implementation efforts, training programs for police officials should not
be a one-off process. UNODC, Interpol, and other agencies should be encouraged to check
back with police officers who have received assistance to determine how well they are
implementing professional standards and to determine any additional needs that may exist.

Recommended Action

1. Assure that all states and regional organizations are achieving maximum
utilization and secure access to Interpol’s new 1-24/7 system and other international and
regional mechanisms of information exchange in a manner that is mindful of specific
local and regional contextual and cultural issues. Where necessary, provide training and
resources to assist states in making full use of these databases.

2. Establish guidelines to improve and standardize the reporting of terrorist-related
criminal activity. Urge all states to provide the following information in standardized
format: a) the identity of the person, group, or entity involved; b) the specific acts under
investigation and their circumstances; c) links with other relevant cases of terrorist
offenses; d) the communications technologies and information obtained; e) the presence of
any threats related to weapons of mass destruction.
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3. Encourage countries to participate in the Interpol Fusion Task Force to coordinate
and improve international capabilities for the investigation of terrorism-related crime.
Facilitate participation in Interpol’s special regionally focused projects to identify terrorist
groups, collect and share intelligence, provide analytic support, and enhance capacity to
address threats of terrorism and organized crime.

4. Enhance mutual legal assistance among states and regional organizations by
encouraging countries to: a) appoint senior officials within their police services and judicial
bodies to maintain liaison with Interpol and other international and regional law enforcement
bodies, b) give priority attention to responding quickly to requests for mutual assistance
concerning investigations and legal proceedings against individuals and entities suspected
of terrorist activity, and c¢) provide secure access for appropriate international and regional
agencies to obtain information on individuals and entities suspected of terrorist activity.

5. Assist states and regional organizations in upgrading statutes and conventions to
improve cooperation, mutual legal assistance, and the extradition of suspects. The model
UN treaties on extradition and mutual assistance should be endorsed and utilized by the
CTC as best practices in its efforts to encourage further legal, judicial, and law enforcement
cooperation. With respect to mutual legal assistance and extradition, the CTC should
continue to work with UNODC to encourage the development and dissemination of bilateral
best practices.

3.3 Territorial Control

A third hallmark of Resolution 1373 is the call on states to strengthen control of their
borders. Specifically, states are required to deny the safe haven and movement of terrorists
across and within their borders by increasing border, aviation, and maritime security;
strengthening customs enforcement; and raising attention to travel and identity documents.?”
Though the onus ultimately falls on states to enact and enforce laws that are consistent with
human rights laws, while exerting strict control over the people and goods that flow across
and within their borders, the role of international standards and the provision of technical
assistance can greatly increase the capacity of states to do so.

Implicit in Resolution 1373’s demand to deny safe haven, freeze assets, and bring
terrorists or those who support them to justice is the need to quickly and properly identify
terrorists. Paragraph 2(g) of Resolution 1373 decides that states shall “prevent the movement
of terrorists or terrorist groups by effective border controls and controls on issuance of
identity papers and travel documents, and through measures for preventing counterfeiting,
forgery, or fraudulent use of identity papers and travel documents.”® Subsequent Security
Council resolutions have also dealt with the matter of safe haven.#® Resolution 1566
explicitly “calls upon States to cooperate fully . . . in order to find, deny safe haven and
bring to justice, on the basis of the principle to extradite or prosecute, any person who
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supports, facilitates, participates or attempts to participate in the financing, planning,
preparation or commission of terrorist acts or provides safe havens.”?9

Travel Documents

Since September 2001, the International Civil Aviation Organization has spearheaded
international efforts to standardize travel documents through its Machine-Readable Travel
Document (MRTD) Programme and has established the standard of having only machine-
readable passports (or “e-passports”) in issuance by 2010.5 ICAO Document 9303 details
the technical specifications for MRTDs in three parts: part one covers machine-readable
passports; part two, machine-readable visas; part three, official machine-readable travel
documents.

As referenced in Resolution 1373, states must also ensure that terrorists do not have
access to fraudulently obtained travel documents. In 2002 Interpol launched a global
database of lost and stolen passports that now contains more than 11 million records
coming from more than 100 member countries.®2 As the estimated number of stolen and
lost travel documents in circulation far exceeds 11 million, there is a need for member
countries to continually update the database to increase its effectiveness. The Security
Council recognized in Resolution 1617 (2005) the importance of this information tool and
encouraged member countries to share information on travel documents with other member
states through the Interpol database. Resolution 1617 provides the CTC with a basis for
endorsing participation in Interpol’s database and doing so could further boost the level
of participation. The G8’s twenty-eight standards set forth in the Secure and Facilitated
Travel Initiative (SAFTI) endorse the Interpol database and commit to working with ICAO
to develop international standards in passport issuance. Additionally, ICAO has produced
“Guidelines for Dealing with External Passport and Other Travel/ldentity Document Fraud-
Recommended Standard Practices for the World’s Governments” to be posted on the MRTD
website.

Implementation

ICAO’s revised standards for MRDTSs are essential to ensure standardization and
interoperability of MRTDs. Progress towards implementing those standards, though
promising, has been uneven. As of early 2006, over 110 states have already issued or
plan to issue MRTDs, while seventy-nine have not.®3 ICAO has worked on its own and
in conjunction with regional organizations to further implementation. ICAO disseminates
those standards in part through its website which presents an MRTD overview, a summary
of Document 9303, links to the supporting documents, avenues for guidance and
capacity building, and information about the Technical Advisory Group which adopts the
specifications for and provides guidance on MRTDs.>? Twice a year, ICAO publishes the
MRTD Report to provide an update on technological developments and improved standards.
Additionally, ICAO offers the Education and Promotion Working Group (EPWG), which
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focuses on outreach missions and promotes publications as means of increasing knowledge
and implementation of MRTD standards. The EPWG is ICAQ’s central source of identifying
implementation problems and proposing solutions. In addition ICAO holds symposia on
MRTDs and biometric enhancement to share information about products and services related
to MRTDs, biometric identification, and border inspections. ICAO has also established an
e-learning package in the form of a step-by-step guide on MRTDs and biometrics. ICAQ’s
capacity building and outreach mission includes coordination with regional and other
international organizations. For example, ICAO has set up workshops with OSCE, has
worked with IMO, and has sponsored regional seminars. The G8, including through SAFTI,
has developed standards that been endorsed by ICAO.>° Given the widespread acceptance of
ICAO standards for MRTDs, CTC endorsement would not likely be politically difficult and
could only serve to further implementation efforts.

Refugee Status Determination

The process of determining refugee status is another important element of efforts to
deny safe haven to those who commit or support terrorist acts. Resolution 1373, paragraph
3 [(F) and (g)] calls upon states to ensure that terrorists are not granted refugee status or that
individuals who engage in terrorist activity lose any privileges of asylum.5€

The UN High Commissioner for Refugees (UNHCR) is the primary international body
responsible for refugee status determination. Just as ICAQ’s universal standards in travel
documents are critical to tracking citizens at points of entry and exit, standardized refugee
certificates are necessary to the global tracking and acceptance of legitimate refugees.

In 2005 the UNHCR produced the Procedural Standards for Refugee Status
Determination report, which details the criteria and procedures upon which refugee status is
established.>” Within the framework of counter-terrorism, the 4 September 2003 document,
Guidelines on International Protection: Application of the Exclusion Clauses: Article 1F of
the 1951 Convention relating to the Status of Refugees, is most relevant.>8 The exclusion
principle relates to instances when an individual otherwise qualifies for refugee status, but
is ultimately denied because he or she has committed any of the following: a crime against
peace, a war crime, or a crime against humanity; a serious nonpolitical crime; or an act
contrary to the principles of the United Nations.

Implementation

In applying the exclusion clause, states and UNHCR must grapple with the definitional
issue. According to UNHCR guidelines, “acts commonly considered to be terrorist in nature
are likely to fall within the exclusion clauses”; however “[t]he fact that an individual is
designated on a national or international list of terrorist suspects (or associated with a
designated terrorist organization) should trigger some consideration of the exclusion clauses
but will not in itself generally constitute sufficient evidence to justify exclusion.”®® Without
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a clear universal definition of terrorism, the UNHCR attempts to keep the decision-making
process within the bounds of those acts that are identified by international law (e.g. criminal
acts under existing universal instruments such as the hijacking of airplanes or violent acts
against maritime safety) and addresses terrorism-related issues on a case-by-case basis.

Implementing standards for refugee status determination in practice can be even more
difficult. The obvious challenges of distinguishing combatants or those who have “planned,
facilitated or participated in the commission of terrorist acts” from legitimate refugees are
greatly exacerbated in conflict zones where large flows of refugees primarily occur (e.g. the
Afghanistan/Pakistan border in the fall of 2001). Conversely justifiable national security
concerns may result in restricted access for legitimate refugees.®° In cases where states
lack the capacity to carry out the function of determining refugee status and UNHCR must
assume that function, UNHCR itself often struggles to meet the same standards to which
it seeks to hold states to account.®¥ Although CTC endorsement of UNHCR guidelines for
refugee status determination may not solve many of the dilemmas on the ground, it would
help to clarify for states their dual obligations under Resolution 1373 to deny terrorists safe
haven and comply with international humanitarian law.

Customs

The World Customs Organization is the primary international agency responsible for
developing standards and best practices between national customs agencies.®2 A guiding
principle of the WCO is that increased security can and should be achieved in a manner that
facilitates, rather than hampers global trade. In June 2005, largely in response to concerns
about the vulnerability of international trade to terrorist exploitation, WCO members
unanimously adopted the Framework of Standards to Secure and Facilitate Global Trade
(SAFE Framework of Standards). The SAFE Framework consists of four core elements:
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» harmonizing advance electronic cargo information requirements on inbound,
outbound, and transit ships;

* employing a consistent risk management approach to identifying security threats for
each country that joins the SAFE Framework;

o performing inspections of high-risk containers and cargoes, based on common risk
targeting methodology; and

 defining benefits for businesses that meet supply chain security standards and best
practices, provided by customs administrations.53

The SAFE Framework of Standards presents a well-developed, user-friendly,
comprehensive list of standards and best practices. The Framework rests on the two pillars
of enhancing customs-to-customs exchanges and customs-to-business partnerships. The first
pillar uses “advance electronic information” to identify high-risk cargoes and containers
and priority vessels and requires standards in risk assessment, communication, inbound
and outbound cargo inspection, inspection technology, and record keeping, as presented
in Annex 1 of the Framework.®4 The second pillar focuses on partnering with private
businesses to provide incentives for boosting compliance with security standards and
technical specifications listed in Annex 2 of the Framework.®S Another priority of the SAFE
Framework of Standards included as an appendix to Annex 1 is the Seal Integrity Programme
for Secure Container Shipments, the underlying premise of which is to ensure that standard
information is provided at each point along the supply chain. Standardized seals help to
ensure that shipping containers have not been tampered with.%®

The international exchange of security information collected through domestic customs
administrations is also central to the WCO Framework. The SAFE Framework lists the
Guidelines for the Development of National Laws for the Collection and Transmission of
Customs Information, the Johannesburg Convention, and the Model Bilateral Agreement as
sources that will benefit the development of these desired provisions.

WCO provides a variety of additional guidance materials for its members. WCO
members have also adopted a series of recommendations relevant to specific provisions of
Resolution 1373 including: money laundering, illegal weapons trafficking, illicit cross-border
movement of nuclear and hazardous materials, and passenger information systems.®’

Implementation

The most obvious implementation challenges stem from the enormous volume of
international trade which means it is impossible for customs authorities to inspect more than
a small percentage of cargo. WCO has sought to overcome those challenges by emphasizing
partnership with business to decrease the burden on customs authorities and emphasizing a
risk assessment approach to cargo security.
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A second implementation challenge stems from a lack of capacity on the part of many
national customs authorities. In conjunction with the adoption of the SAFE Framework of
Standards in June 2005, WCO launched the Columbus Programme for the 21st Century,
“described as a comprehensive global customs capacity building initiative.”®8 The programme’s
goal by 2006 is to provide diagnostic and development assistance in all aspects of customs
administration to the more than eighty WCO members. Another form of assistance from the
WCO is the World Customs Centre of Learning, an online forum through which WCO trainers
provide operational and technical training to interested member states through on-site training,
e-learning, and tailor-made classes.

Small Arms and Light Weapons

Resolution 1373 paragraph 2 (a) decides that states shall refrain from providing any
form of support, active or passive, to entities or persons involved in terrorist acts, including
by suppressing recruitment of members of terrorist groups and eliminating the supply of
weapons to terrorists. Paragraph 3 (a) calls on states to intensify and accelerate the exchange of
operational information regarding . . . traffic in arms, explosives, or sensitive materials.®® The
1991 Convention on the Marking of Plastic Explosives for the Purpose of Detection is also one
of the universal terrorism conventions and protocols to which Resolution 1373 urges states to
accede.

In this arena, standards have been generated
by the OSCE and the Wassenaar Arrangement,
the members of which account for a large
portion of the world’s arms exporters. Since the
end of the cold war, the OSCE has developed a
substantial program on preventing the sale and
trade of surplus weapons in Eastern European
countries. The Forum for Security Co-operation
is the subsidiary body of the OSCE that covers
small arms and light weapons control. The
forum’s standards on regulating and decreasing

1 the prevalence of these weapons are outlined in
MANPADs, such as the Stin_ger Missile pi(_:tl_Jred_ab_ove, in_the the 2003 Handbook on Best Practices on Small
e e e, S0 Arms and Light Weapons [SALW] S The SALW
to decrease that risk. (Photograph courtesy of the U.S. Depart-  Handbook is a comprehensive guide that includes
ment of Defense) best practices on the manufacture, marking,
record-keeping and traceability of weapons;
stockpile management and security; brokering activities; export control; definitions and
indicators of surplus; and the destruction, disarmament, demobilization, and reintegration of
small arms and light weapons.
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The OSCE’s approach is to present broad guidelines, while leaving room for national
systems to develop unique approaches to meeting them. In the subtopic of controlling the
manufacturing of SALW, for example, the handbook stipulates that licenses must authorize
the manufacture of weapons and that illegal production without licenses must be prosecuted.
Universal licensing and punitive measures are not included; rather, states develop the specific
measures domestically. Similarly, the handbook recommends that SALW be clearly marked
and recorded, but does not detail a universal system for doing so.

User handbooks may be appropriate not only in the area of small arms but for the full
range of counter-terrorism implementation categories. In his recommendations for a global
counter-terrorism strategy in April 2006, the UN Secretary-General pledged to disseminate
United Nations counter-terrorism resources through an online handbook that should “make
clear where to look for relevant resources, including best practices available in key areas and
frequently asked questions.” He urged “the Counter-Terrorism Implementation Task Force to
work with the relevant entities to create such a handbook as soon as possible.””* Handbooks
have been produced for other areas of UN policy, including the sanctions reform initiatives
sponsored by the Swiss, German, and Swedish governments.”2 Handbooks that are designed
for easy use by policymakers and practitioners could be produced for each of the major
categories of counter-terrorism implementation.

In addition to the OSCE, other bodies have developed standards and protocol for the
regulation and destruction of SALW. In 1996, thirty-three states agreed to the Wassenaar
Arrangement, a multilateral export control regime for conventional weapons and sensitive
dual-use goods and technologies. Participating states meet regularly at the headquarters in
Vienna and make decisions by consensus. Membership is open to any nation that produces
or exports arms, and maintains nonproliferation and export control policies. The Wassenaar
Arrangement has produced best practices and guidelines on: the export of SALW, export
controls for Man-Portable Air Defense Systems (MANPADS), the disposal of surplus/
demilitarized equipment, legislation on arms brokering, and “very sensitive list” items.”3
The overall goal is for member states to develop national export policies that ensure that
conventional weapons and other sensitive goods are not transferred to states or organizations
that would threaten international peace and security. Wassenaar best practices affirm UN and
OSCE standards in the field of small arms and light weapons control, and specifically call
attention to the need to deny access of SALW to terrorists.

The First Committee of the UN General Assembly also has a number of initiatives
related to SALW, including a Programme of Action to Prevent, Combat and Eradicate the
Ilicit Trade in Small Arms and Light Weapons in All Its Aspects based on Resolution 59/86
adopted in December 2004. The General Assembly held meetings in 2003 and 2005 to discuss
implementation of the Programme of Action. Discussion topics included the subtopics of
OSCE and Wassenaar best practices, with an emphasis on capacity building across all sectors.
The OSCE Handbook of Best Practices references this UN initiative and emphasizes the
OSCE’s intention of strengthening its implementation.
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The UN General Assembly adopted in December 2005 an “International Instrument to
Enable States to Identify and Trace, In a Timely and Reliable Manner, Illicit Small Arms and
Light Weapons” and Interpol was mandated to assist states with (1) the facilitation of tracing
operations conducted within the framework of this instrument, and (2) investigations to
identify and trace illicit small arms and light weapons.

Implementation

Excess supplies of small arms and light weapons are a prime opportunity for terrorist
exploitation; unfortunately, effective implementation of the above standards and best
practices has proven notoriously difficult.

The OSCE offers a number of mechanisms to assist states in developing national
policies to implement the handbook’s recommendations. The Conflict Prevention Centre at
OSCE headquarters organizes training sessions, seminars, and workshops in safeguarding
and destroying SALW. The OSCE also has regional and field offices in Central Asia, the
Caucuses, Southeastern and Eastern Europe, Western Europe, and North America that assist,
monitor, and provide background information upon request from states. Workshops are
convened on issues including the control of the sale and export of SALW and implementation
of the UN Programme of Action to prevent, combat, and eradicate illicit trade of SALW.

A major problem with implementing best practices on the small arms and light weapons
is the lack of any binding international framework regulating the trade of such weapons.
OSCE and Wassenaar standards and best practices are merely political commitments. Short of
a treaty on the international trade in small arms and light weapons (the prospects for which do
not appear likely), comprehensive standards and best practices based on those of the OSCE
and/or Wassenaar Arrangement but endorsed by the CTC or Security Council could help to
improve implementation. Those parties that have heretofore resisted efforts to regulate the
international trade in small arms and light weapons might prove less resistant to steps by the
Security Council or one of its committees to endorse best practices in this area, particularly
if those best practices are based on political commitments to which many of the major arms
exporters have already agreed through the OSCE and/or the Wassenaar Arrangement.

While there is much overlap between the substance of OSCE and Wassenaar
Arrangement standards and best practices, and mutual recognition of the respective efforts,
CTC endorsement of the best practices devised by the Wassenaar Arrangement, a self-
selecting arrangement with limited membership, may prove politically problematic within
the Security Council. It should be noted, however, that ICAQO, the OSCE, and APEC have
endorsed (in some cases with minor modifications) Wassenaar Arrangement guidelines.
Support for OSCE standards, on the other hand, may be politically more viable within the
UN. In adopting the OSCE’s SALW Handbook of Best Practices, the CTC would have a
comprehensive rubric that would be a valuable model for standards presentation in other
areas. A CTC stamp of approval would also extend the reach of the standards from the
regional to global level, increase the number of languages of translation, and might increase
the flow of financial and technical assistance.
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An oil tanker

off of Rotterdam. The
standards and best
practices devised

by the IMO and other
organizations help to
provide a standardized
framework for protecting
against threats to port and
ship security. (Photograph
courtesy of

Danny Cronelissen,
www.portpictures.nl)

Maritime Security

In addition to the more general territorial control requirements of Resolution 1373,
two of the international conventions that Resolution 1373 calls upon states to adopt relate
specifically to maritime security: the 1988 Convention for the Suppression of Unlawful Acts
against the Safety of Maritime Navigation (SUA), including its 2005 Protocols; and the
Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms Located
on the Continental Shelf.[4

The principal international functional agency responsible for maritime security is the
International Maritime Organization which has made significant strides in developing and
disseminating standards and best practices relating to ship and port security.”® Following a
week-long diplomatic conference in December 2002, the IMO adopted several amendments to
SOLAS focused specifically on protecting the maritime industry from acts of terrorism.”®

The objective of the International Ship and Port Facility Security (ISPS) Code is to
provide a standardized framework through which states can assess risks and threats to ships
and ports and devise appropriate security measures. The first portion presents mandatory
requirements for ship and port security while the second outlines nonmandatory guidelines
for implementation. The 2002 conference also adopted other relevant amendments and
modifications to SOLAS on topics, including: Automatic Information Systems, Continuous
Synopsis Records, training courses, performance standards, and the promotion of technical
assistance through the Integrated Technical Co-operation Programme and the creation of a
Maritime Security Trust Fund.
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The IMO has cooperated with other functional organizations such as ICAO and the
International Labour Organization (ILO). In 2003, the IMO and ILO published the Code
of Practice on Security in Ports which extends ISPS to the wider port area. The IMO has
also worked with the ILO on revising the Seafarers Identity Documents Convention (ILO
Convention 185).

Implementation

In addition to disseminating its standards and best practices through circulars,
resolutions, and reports, the IMO posts on its website an ISPS Code database with guidance
memos, a voluntary self-assessment form, and a list of frequently asked questions on maritime
security. The ISPS Code is part of the International Convention for the Safety of Life at Sea
(SOLAS), so it is mandatory for the 156 states that have signed the treaty. The IMO has no
enforcement mechanisms and though membership is strong and compliance with standards
for ship security high, the IMO reports that port standards have been implemented to a lesser
degree.”” The IMO has indicated that CTC backing would benefit its current implementation
efforts and potentially widen the channel of financial and technical assistance flowing to
states.”8

Existing standards and best practices prepared by the IMO provide a detailed roadmap
for states to improve their maritime and port security. They are fairly universal, readily
available, and user-friendly. The CTC should therefore consider endorsing those measures
that pertain to counter-terrorism. With widespread international participation in the IMO,
and because the IMO is a specialized agency of the UN, there would not likely be significant
political opposition to such a step. The detailed nature of the documents means that little input
would be required from the CTC. Although SOLAS extends to areas unrelated to counter-
terrorism, the IMO has highlighted those measures that could readily be adopted or endorsed
wholesale by the CTC.7”®

Aviation Security

As with maritime security, the issue of aviation security is implicit in Resolution
1373’s demand on states to regulate the movement of goods and people across and within
their borders. Four of the thirteen international conventions that Resolution 1373 calls upon
states to adopt relate specifically to aviation security.8% The International Civil Aviation
Organization is the principal international functional agency responsible for setting standards
in aviation security.

Speaking in the aftermath of the September 11, 2001 attacks, then Secretary-General of
ICAO, Renato Claudio Costa Pereira called for urgent action to reinforce cockpit doors, make
air marshals more prevalent, and add video cameras and biometric screening. The broader
ICAO strategy for aviation security is outlined in Annex 17 to the Convention on International
Civil Aviation (Chicago Convention), which prescribes the basis for civil aviation security
through a number of adopted standards and recommended practices (SARPs).52
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First adopted in 1974, Annex 17 has been amended eleven times, twice since September
2001. The Annex requires each contracting state to develop its own civil aviation security
program and provides a specific framework to facilitate compliance. The “standards”
contained in Annex 17 require mandatory compliance from states, while the “recommended
practices” are those to which states strive to conform. If states lack the capacity to comply
with a “standard,” they are required to inform the ICAO council with a written letter (in
which case they are no longer bound by it), whereas they are simply encouraged to inform the
council of noncompliance with a “recommended practice.”

In addition to Annex 17, since 1971 ICAO has maintained the Security Manual for
Safeguarding Civil Aviation Against Acts of Unlawful Interference.®2 The security manual
is a restricted document that provides detailed guidance material for states on interpreting
and implementing SARPs. Another ICAO mechanism for strengthening implementation of
SARPs is the Aviation Security Panel.®2 The Aviation Security Panel undertakes security-
specific assignments from the ICAO Council, including the development of new SARPS, the
identification of future threats to civil aircraft, and the maintenance of the security manual.

Implementation

To assess implementation of those measures, in 2002 ICAO created the Universal
Security Oversight Audit Program. As of 31 January 2006, 109 audits have been conducted
under the program, with the goal being that all 189 contracting states will be audited by
December of 2007. ICAO does not have enforcement power; the auditing program is merely
a means of assessing implementation. The audits have revealed that though there is generally
high interest among states in achieving effective aviation security levels, great disparities
exist in the extent to which states have the human and financial capacity to do so. Contracting
states of ICAO are supposed to report steps that will be taken to address deficiencies
identified through audits.

To strengthen implementation, ICAO offers different forms of capacity building
and technical assistance. ICAO approaches capacity building employing a “coordinated
assistance and development strategy” and partnering with other international and multilateral
organizations such as the World Bank, the OSCE, the UNODC, and the CTC, as well as
individual donor states. ICAO has ten regional Aviation Security Training Centers that
conduct training classes in airline security, crisis management, auditing, inspections, and other
topics.2? ICAO also offers regional assistance workshops that cover topics identified through
the audits as points of weakness by taking a regional approach to strengthening national civil
aviation security programs.

ICAQ’s highly developed standards, its auditing system, regional implementation efforts,
and coordinated and sustainable approaches to capacity building provide models for what
could be done in other less developed functional areas. Although ICAO already works closely
with the CTC, endorsement of its standards could serve to further its efforts to refine and
disseminate standards. Other organizations could benefit from ICAQ’s model of establishing
regional training centers to ensure that implementation and follow-up are integral components
of the dissemination process.
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Regional Snapshot

The Asia-Pacific Economic Cooperation (APEC)

Regional organizations make important contributions to global counter-terrorism efforts. Since Sep-
tember 11, 2001, regional organizations such as APEC, the African Union AU, the Organization of
American States, OSCE, and the Pacific Islands Forum have adopted counter-terrorism action plans
and/or established dedicated counter-terrorism units to work with their members in building imple-
mentation capacity. Some of these organizations have put political pressure on their members to
fulfill international and regional counter-terrorism mandates and adopt counter-terrorism standards
and best practices.

APEC, which has twenty-one member economies, views terrorism as a serious threat to its
goals of free trade and investment in the Asia-Pacific region. APEC's focus on defending its core eco-
nomic interests as a common objective has allowed its member economies to navigate difficult po-
litical obstacles and take steps in cooperation with standard setting entities to protect core interests.
APEC provides a good case not only for how other regional institutions can adopt and implement
standards and best practices at the regional level but how the CTC itself may proceed. The following
are highlights of APEC’s recent work:

In the financial sector, APEC has focused on increasing compliance with accepted international
standards to counter money laundering and terrorist financing and on fostering closer cooperation
through the exchange of information among financial intelligence units and customs bureaus. In a
June 2006 meeting, APEC’s Counter-Terrorism Task Force®® agreed to conduct workshops on the role
and responsibilities of FIUs for monitoring transactions involving non-profit organizations and alter-
native remittance systems. The initiative will help members meet their obligations under the United
Nations counter-terrorism program as well as FATF’s Nine Special Recommendations.

With regard to supply chain security and customs, in 2005, the APEC Sub-Committee on Cus-
toms Procedures adopted an APEC Framework based on the the major program components of the
World Customs Organization’s SAFE Framework. APEC has also endorsed the IMO’s ISPS Code.

APEC has agreed to cooperate to ensure that all member economies begin issuing machine
readable travel documents, if possible with biometric technology, by the end of 2008. To help achieve
this objective, a capacity-building project was conducted by the Informal Experts Group on Business
Mobility in 2006 to help APEC accelerate the adoption of standards for e-passports developed by the
International Civil Aviation Organization.

In the area of man-portable air defense systems, APEC has endorsed Wassenaar Arrangement
standards as guidelines, after slight modification, tailoring them to APEC principles. APEC has also
adopted export control best practices called “APEC Key Elements for Effective Export Control Sys-
tems” based on Wassenaar principles in the areas of legal and regulatory control, licensing proce-
dures, law enforcement, and industry participation.

APEC, a forum for regional economic cooperation, has therefore expanded to include security
issues (at least those which may pose a direct threat to trade and investment). Although APEC has
not traditionally dealt with security issues, linking implementation of the counter-terrorism standards
and best practices with the common economic interests of the region perhaps accounts for its rela-
tive success in their adoption and implementation. APEC’s experience also offers a practical lesson
on how adoption of counter-terrorism standards and best practices may most easily be achieved.
In most of the sectors above APEC has simply taken the existing standards and best practices of
international functional organizations (in some cases modifying them slightly) and adopted them as
their own. Such an approach avoids the potential political obstacles of trying to endorse standards
and best practices of other organizations that may have differing membership while also dispensing
with the need to devise its own from scratch.
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Recommended Action

1. Endorse ICAO standards and best practices on the issuance and handling of travel
documents and the use of Interpol’s global database on lost and stolen travel documents.
Coordinate with ICAO, the G8 through CTAG, and other donors to assist states in developing
the capacity to issue documents in compliance with ICAO standards and to share information
on lost and stolen travel documents with Interpol.

2. Cooperate with ICAO in adapting and disseminating the updated civil aviation
security standards in Annex 17 to the Chicago Convention and ICAQO’s Security Manual.
Work with the ICAO oversight audit program in assessing member state implementation.
Encourage support and participation in ICAQO’s “development approach” to capacity building.

3. Endorse UNHCR’s process for determining refugee status in a manner that prevents
abuse by terrorists while upholding human rights and humanitarian law. Support the
development of standards for all documents relating to refugee and asylum-seeker status,
particularly as biometric technology becomes more widespread.

4. Cooperate with WCO in adapting and disseminating standards to secure and
facilitate global trade. Cooperate with WCO in adopting and promoting specific best
practices on trade security that deal with terrorism-related concerns.

5. Endorse OSCE standards on the manufacture, marketing, brokering, and export of
small arms and light weapons. Adapt and refine the OSCE’s SALW Handbook to focus on
the aspects of controlling small arms and light weapons that most directly relate to counter-
terrorism priorities, such as controlling the manufacture and trade of explosives. Support
capacity building efforts to meet these standards.

6. Endorse the maritime security standards and best practices developed by IMO that
pertain to counter-terrorism security requirements. Work with ICAO and ILO to adapt, refine,
and support capacity building efforts related to counter-terrorism standards on port security.

4. Conclusion

International functional agencies have developed and adapted numerous standards and
best practices to improve implementation of UN counter-terrorism mandates. The CTED has
identified many of these relevant best practices and made information available to states and
regional organizations through links on its website. This informal utilization of standards and
best practices is helpful to CTED experts in conducting assessments and to some extent may
guide states in their implementation, but it is not sufficient for assessing full implementation
of UN requirements. To achieve full international acceptance of standards and best practices,
it is necessary to provide adequate assurances of universality, transparency, and objectivity,
which requires UN endorsement. Continuing to rely informally on the standards and best
practices of diverse functional organizations will not improve the legal and functional
framework for implementation of counter-terrorism requirements.
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The CTC and/or the Security Council should endorse formally the relevant standards
and best practices of functional organizations noted in section three. Where necessary the
CTC should adapt and refine them for UN purposes, working with the relevant functional
organizations to identify and fill gaps that may exist between those standards and best
practices and the specific requirements of UN Security Council mandates. Security Council
and/or CTC endorsement of a comprehensive set of standards and best practices would
improve the legal and functional framework for implementation of counter-terrorism
requirements and provide stakeholders an improved basis for the coordination and delivery
of technical assistance. It would also give states a concrete roadmap toward implementing
Resolution 1373. Many functional organizations have indicated that CTC endorsement of
relevant standards and practices would help to further their own implementation efforts.

In some categories, such as preventing terrorist financing, endorsement might involve
simply removing the “label” of the relevant functional organization(s) and providing a CTC
or Security Council stamp of approval. In other categories of implementation, the process
would entail picking and choosing, and modifying existing standards and practices. This
proposed approach of utilizing and refining existing standards and practices is the most
promising way of combining the knowledge and expertise of the functional organizations
with the political legitimacy and universality provided by the UN counter-terrorism
program.

As the experience of trying to adopt the FATF Nine Special Recommendations
illustrates, pursuing formal adoption of existing standards and best practices is not
without its challenges. The endorsement of standards and best practices originating from
organizations outside the UN system may present political and procedural difficulties.
Moving from the realm of recommendations to what can be viewed as binding standards
may add to the perception that the Security Council is overreaching and acting as a “global
legislator.” The process of endorsing standards and practices would also involve the CTC,
which is inherently a political body, in extensive deliberations on largely technical matters.

Formal endorsement of existing standards and practices would necessitate the active
involvement and technical assistance of the major international functional organizations
identified above. Working groups could be formed for the various categories of
implementation. These could be tasked with adapting and refining a limited number of the
most important standards and best practices that could be approved by the CTC and/or the
Security Council and promulgated internationally as UN standards.

As the CTC moves forward with identifying and endorsing relevant standards and best
practices, certain general recommendations should guide the process:

Establish agreed standards and best practices that are characterized by universality,
transparency, and objectivity. Adopting and endorsing standards and best practices will
improve the transparency and objectivity to the CTC’s work, but the process by which
they are adopted should include the input of all interested parties including functional
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organizations, as well as states, regional, and subregional organizations. To add a further
degree of legitimacy, CTC recommended standards and best practices could be submitted to
the full UN General Assembly for consideration and endorsement in a formal resolution.

Prioritize a succinct set of standards and best practices. Select a finite set of
manageable best practices and ensure that in their final form they are both technically
and politically useful. The FATF document, Forty plus Nine Special Recommendations
on Anti-Money Laundering and Terrorist Financing, serves as an excellent model in this
regard. Another particularly user-friendly format might be a handbook of standards and
best practices for each of the three categories identified above. Following the Secretary-
General’s request, as noted in section 3.3 above, the CTC could assist in developing such
handbooks, perhaps by encouraging and supporting particular functional organizations
to lead the process. The OSCE’s SALW Handbook could serve as a useful model for the
development of handbooks of best practices in each issue area.

Limit the list of thematic implementation categories to make the scope of the
standards definition process more manageable and accessible. Consider adopting a
simplified set of three categories of counter-terrorism implementation: terrorist financing,
legal practice and law enforcement, and territorial control. Include cross-cutting issues
within each category: international cooperation, the provision of technical assistance, and
compliance with human rights standards.

Strengthen coordination with relevant functional organizations. As this survey
illustrates, international functional organizations have already devised a vast array of
standards and best practices relevant to the implementation of Resolution 1373. The
work and technical expertise of those organizations should be given priority. In adapting
and refining best practices, the CTC should rely on the input of the relevant functional
organizations and avoid micromanaging what should be an essentially technical process.

Enhance information exchange among all relevant actors. The CTC should
strengthen its coordination with relevant functional organizations in assessing
implementation and coordinating assistance by ensuring a maximum level of information
exchange. Gaps in implementation identified through the various assessment mechanisms of
the IMF, ICAO, IMO, and other functional organizations (particularly those within the UN
family) should be shared with the CTC/CTED and potential assistance providers and vice
versa. In instances where confidentiality agreements or other procedural obstacles prevent
the exchange of such information, approval should be sought from states to disseminate all
or some of the assessment information to relevant stakeholders. Efforts should be made to
remove all such barriers to the full exchange of information between relevant functional
organizations, the CTC/CTED, and potential donors.

Coordinate with the other elements of the UN, particularly UNODC and the other

Security Council subsidiary bodies. The standard-setting process should be undertaken
in coordination with the other counter-terrorism related bodies of the UN. The UNODC,
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its Terrorism Prevention Branch and its Global Programme Against Money Laundering

are already a source of many relevant counter-terrorism standards and best practices. The
CTC should also coordinate with the other terrorism-related subcommittees of the Security
Council, particularly where their mandates overlap (i.e., the Al Qaeda/Taliban Sanctions
Committee in the area of terrorist financing and the 1540 Committee in the area of the
supply of WMD and related materials). Although there are currently separate reporting
requirements for each, the CTC/CTED and the other counter-terrorism bodies should
develop and utilize best practices that are consistent throughout the UN.

Encourage partnerships with stakeholders, including private enterprise, to identify
common interests and get “buy in” in the development and implementation of the standards
and best practices. Although the obligations imposed by Resolution 1373 are those of states,
effective implementation of those standards and best practices often fall to the private
sector. The most effective implementation of counter-terrorism standards and best practices
have occurred in sectors and regions where the common regional interests and those of the
private sector have been taken into account.

Employ innovative assessment and evaluation mechanisms. Peer evaluation and
mutual assessment processes such as those devised by the IMF, the World Bank, and the
FATF on AML/CFT, and the EU on counter-terrorism measures, provide alternatives to
more coercive measures such as “naming and shaming” or referring noncomplying states
to the council. A three-step process could be devised in which a) countries of concern
submit a self assessment report, b) neighboring countries conduct peer evaluations, and c) if
necessary an appropriate international or regional organization initiates countermeasures to
encourage further implementation. Recommended standards and best practices should also
form the basis for providing concrete incentives through the facilitation of capacity building
and technical assistance.

Improve dissemination and implementation of best practices at the regional level.
In his recommendations for a global counter-terrorism strategy (April 2006) the UN
Secretary-General noted that “[r]egional and subregional initiatives have provided a
valuable forum for sharing best practices and capacity building, and for facilitating regional
contributions to the international community’s efforts.”® Improving dissemination and
implementation of best practices by regional organizations can help to circumvent some
the inherent limitations of the CTC and Resolution 1373. Working at the regional levels is
essential to ensure that contextual issues, in particular good governance needs, are taken
into consideration. This approach can also ensure regional ownership of standards and
best practices. Unfortunately, the regions furthest behind in their efforts to implement
Resolution 1373 generally do not have effective counter-terrorism programs in their
regional organizations and could benefit greatly from the dissemination of best practices
from other regional organizations that have a proven track record of counter-terrorism
implementation. Functional organizations should also consider establishing regional
centers, as some have already done, to assist countries in implementing Resolution 1373
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and developing best practices that could be more tailored to specific regional/cultural
perspectives. The CTC should help to convene regional workshops that bring together

local practitioners to develop best practice standards that are consistent with international
standards but that are tailored to specific regional practices.
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Appendix A
UN Security Council Resolution 1373 (2001)
S/RES/1373

28 September 2001
The Security Council,
Reaffirming its resolutions 1269 (1999) of 19 October 1999 and 1368 (2001) of 12 September 2001,

Reaffirming also its unequivocal condemnation of the terrorist attacks which took place in New York,
Washington, D.C., and Pennsylvania on 11 September 2001, and expressing its determination to prevent all
such acts,

Reaffirming further that such acts, like any act of international terrorism, constitute a threat to
international peace and security,

Reaffirming the inherent right of individual or collective self-defence as recognized by the Charter of
the United Nations as reiterated in resolution 1368 (2001),

Reaffirming the need to combat by all means, in accordance with the Charter of the United Nations,
threats to international peace and security caused by terrorist acts,

Deeply concerned by the increase, in various regions of the world, of acts of terrorism motivated by
intolerance or extremism,

Calling on States to work together urgently to prevent and suppress terrorist acts, including through
increased cooperation and full implementation of the relevant international conventions relating to
terrorism,

Recognizing the need for States to complement international cooperation by taking additional
measures to prevent and suppress, in their territories through all lawful means, the financing and
preparation of any acts of terrorism,

Reaffirming the principle established by the General Assembly in its declaration of October 1970
(resolution 2625 (XXV)) and reiterated by the Security Council in its resolution 1189 (1998) of 13 August
1998, namely that every State has the duty to refrain from organizing, instigating, assisting or participating
in terrorist acts in another State or acquiescing in organized activities within its territory directed towards
the commission of such acts,

Acting under Chapter VII of the Charter of the United Nations,

1. Decides that all States shall:

(a) Prevent and suppress the financing of terrorist acts;

(b) Criminalize the willful provision or collection, by any means, directly or indirectly, of funds by

their nationals or in their territories with the intention that the funds should be used, or in the knowledge
that they are to be used, in order to carry out terrorist acts;
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(c) Freeze without delay funds and other financial assets or economic resources of persons who
commit, or attempt to commit, terrorist acts or participate in or facilitate the commission of terrorist acts;
of entities owned or controlled directly or indirectly by such persons; and of persons and entities acting
on behalf of, or at the direction of such persons and entities, including funds derived or generated from
property owned or controlled directly or indirectly by such persons and associated persons and entities;

(d) Prohibit their nationals or any persons and entities within their territories from making any funds,
financial assets or economic resources or financial or other related services available, directly or indirectly,
for the benefit of persons who commit or attempt to commit or facilitate or participate in the commission
of terrorist acts, of entities owned or controlled, directly or indirectly, by such persons and of persons and
entities acting on behalf of or at the direction of such persons;

2. Decides also that all States shall:

(a) Refrain from providing any form of support, active or passive, to entities or persons involved in
terrorist acts, including by suppressing recruitment of members of terrorist groups and eliminating the
supply of weapons to terrorists;

(b) Take the necessary steps to prevent the commission of terrorist acts, including by provision of
early warning to other States by exchange of information;

(c) Deny safe haven to those who finance, plan, support, or commit terrorist acts, or provide safe
havens;

(d) Prevent those who finance, plan, facilitate or commit terrorist acts from using their respective
territories for those purposes against other States or their citizens;

(e) Ensure that any person who participates in the financing, planning, preparation or perpetration of
terrorist acts or in supporting terrorist acts is brought to justice and ensure that, in addition to any other
measures against them, such terrorist acts are established as serious criminal offences in domestic laws and
regulations and that the punishment duly reflects the seriousness of such terrorist acts;

(f) Afford one another the greatest measure of assistance in connection with criminal investigations or
criminal proceedings relating to the financing or support of terrorist acts, including assistance in obtaining
evidence in their possession necessary for the proceedings;

(9) Prevent the movement of terrorists or terrorist groups by effective border controls and controls
on issuance of identity papers and travel documents, and through measures for preventing counterfeiting,
forgery or fraudulent use of identity papers and travel documents;

3. Calls upon all States to:

(a) Find ways of intensifying and accelerating the exchange of operational information, especially
regarding actions or movements of terrorist persons or networks; forged or falsified travel documents;
traffic in arms, explosives or sensitive materials; use of communications technologies by terrorist groups;

and the threat posed by the possession of weapons of mass destruction by terrorist groups;

(b) Exchange information in accordance with international and domestic law and cooperate on
administrative and judicial matters to prevent the commission of terrorist acts;
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(c) Cooperate, particularly through bilateral and multilateral arrangements and agreements, to prevent
and suppress terrorist attacks and take action against perpetrators of such acts;

(d) Become parties as soon as possible to the relevant international conventions and protocols relating
to terrorism, including the International Convention for the Suppression of the Financing of Terrorism of 9
December 1999;

(e) Increase cooperation and fully implement the relevant international conventions and protocols
relating to terrorism and Security Council resolutions 1269 (1999) and 1368 (2001);

(f) Take appropriate measures in conformity with the relevant provisions of national and international
law, including international standards of human rights, before granting refugee status, for the purpose of
ensuring that the asylum seeker has not planned, facilitated or participated in the commission of terrorist
acts;

(9) Ensure, in conformity with international law, that refugee status is not abused by the perpetrators,
organizers or facilitators of terrorist acts, and that claims of political motivation are not recognized as
grounds for refusing requests for the extradition of alleged terrorists;

4. Notes with concern the close connection between international terrorism and transnational organized
crime, illicit drugs, money-laundering, illegal arms-trafficking, and illegal movement of nuclear, chemical,
biological and other potentially deadly materials, and in this regard emphasizes the need to enhance
coordination of efforts on national, subregional, regional and international levels in order to strengthen a
global response to this serious challenge and threat to international security;

5. Declares that acts, methods, and practices of terrorism are contrary to the purposes and principles of
the United Nations and that knowingly financing, planning and inciting terrorist acts are also contrary to the
purposes and principles of the United Nations;

6. Decides to establish, in accordance with rule 28 of its provisional rules of procedure, a Committee
of the Security Council, consisting of all the members of the Council, to monitor implementation of this
resolution, with the assistance of appropriate expertise, and calls upon all States to report to the Committee,
no later than 90 days from the date of adoption of this resolution and thereafter according to a timetable to
be proposed by the Committee, on the steps they have taken to implement this resolution;

7. Directs the Committee to delineate its tasks, submit a work programme within 30 days of the
adoption of this resolution, and to consider the support it requires, in consultation with the Secretary-

General;

8. Expresses its determination to take all necessary steps in order to ensure the full implementation of
this resolution, in accordance with its responsibilities under the Charter;

9. Decides to remain seized of this matter.
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Appendix B
Key Standards and Best Practices
of Specialized International Organizations*

Organization Standards and Best Practices

Terrorist Financing:

Financial Action Task Force Special Recommendations on Terrorist Financing, Finan-
(FATF) cial Action Task Force, Updated 22 October 2004.

e Provide recommendations on the universal implemen-
tation of UN instruments, criminalizing the financing of
terrorism and associated money laundering, freezing
and confiscating terrorist assets, reporting suspicious
transactions related to terrorism, international coopera-
tion, alternative remittance, wire transfers, nonprofit
organizations, and cash couriers.

e Interpretative Notes to the Nine Special Recommen-
dations on Terrorist Financing, October 2004.

e Freezing of Terrorist Financing: International Best
Practices, 3 October 2003.

e Combating the Abuse of Alternative Remittance Sys-
tems: International Best Practices, 20 June 2003.

e Combating the Abuse of Non-profit Organizations:
International Best Practices, 11 October 2002.

e Detecting and Preventing the Cross-Border Transpor-
tation of Cash by Terrorists and Criminals: International
Best Practices, 12 February 2005.

The Forty Recommendations on Money Laundering, 3
June 2003.

e Provides a complete set of countermeasures against
money laundering covering the criminal justice system
and law enforcement, the financial system and its regu-
lation, and international cooperation.

e Interpretative Notes to the Forty Recommendations
(2003).
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http://www.fatf-gafi.org/document/9/0,2340,en_32250379_32236920_34032073_1_1_1_1,00.html
http://www.fatf-gafi.org/document/53/0,2340,en_32250379_32236947_34261877_1_1_1_1,00.html#insrII
http://www.fatf-gafi.org/document/53/0,2340,en_32250379_32236947_34261877_1_1_1_1,00.html#insrII
http://www.fatf-gafi.org/dataoecd/39/15/34033495.pdf
http://www.fatf-gafi.org/dataoecd/39/15/34033495.pdf
http://www.fatf-gafi.org/dataoecd/39/17/34033713.pdf
http://www.fatf-gafi.org/dataoecd/39/17/34033713.pdf
http://www.fatf-gafi.org/dataoecd/39/19/34033761.pdf
http://www.fatf-gafi.org/dataoecd/39/19/34033761.pdf
http://www.fatf-gafi.org/dataoecd/50/63/34424128.pdf
http://www.fatf-gafi.org/dataoecd/50/63/34424128.pdf
http://www.fatf-gafi.org/dataoecd/50/63/34424128.pdf
http://www.fatf-gafi.org/document/28/0,2340,en_32250379_32236930_33658140_1_1_1_1,00.html
http://www.fatf-gafi.org/document/28/0,2340,en_32250379_32236920_33988956_1_1_1_1,00.html#51216

Appendix B, con’t.
Key Standards and Best Practices
of Specialized International Organizations

Organization Standards and Best Practices
Basel Committee for Banking Customer Due Diligence for Banks, Publications No. 85,
Supervision (BCBS) October 2001.

- Provides recommended standards for customer
due diligence and know-your-customer procedures.

- General Guide to Account Opening and Customer
Identification, February 2003.

— Attachment to Customer Due Diligence for
Banks which provides guidelines and general good
practices relating to account opening and custom-
er identification.

Prevention of Criminal Use of the Banking System for
the Purpose of Money-Laundering, December 1988.

e General statement on ethical principles encourag-
ing bank managers to properly identify their custom-

ers, discourage illegitimate transactions, and cooper-

ate with law enforcement.

Sharing of Financial Records between Jurisdictions
in Connection with the Fight against Terrorism, April
2002.

e Describes channels of and best practices for cross-
border information sharing.

Egmont Group Best Practices for the Exchange of Information between
Financial Intelligence Units, 15 November 2004.

e Provides best practices for the exchange of infor-
mation between Financial Intelligence Units (FIUs) and
the permitted uses and confidentiality of such informa-

tion.
International Association of Guidance Paper on Anti-Money Laundering and Combat-
Insurance Supervisors ing the Financing of Terrorism, October 2004.

e Provides guidance on reducing the vulnerability of
the insurance sector to money laundering and terrorist
financing and for monitoring compliance with interna-

tional anti-money laundering and terrorist financing

standards.
International Monetary Fund Suppressing the Financing of Terrorism: A Handbook for
(IMF) Legislative Drafting, 4 August 2004.
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http://www.bis.org/publ/bcbs85.htm
http://www.bis.org/publ/bcbs85annex.htm
http://www.bis.org/publ/bcbs85annex.htm
http://www.bis.org/publ/bcbsc137.htm
http://www.bis.org/publ/bcbsc137.htm
http://www.bis.org/publ/bcbs89.htm
http://www.bis.org/publ/bcbs89.htm
http://www.egmontgroup.org/bestpractices.pdf
http://www.egmontgroup.org/bestpractices.pdf
http://www.iaisweb.org/041013_GP5_Guidance_paper_on_anti_money_laundering_and_combating_the_financing_of_terrorism_approved_040107.pdf
http://www.iaisweb.org/041013_GP5_Guidance_paper_on_anti_money_laundering_and_combating_the_financing_of_terrorism_approved_040107.pdf
http://www.imf.org/external/pubs/nft/2003/SFTH/index.htm
http://www.imf.org/external/pubs/nft/2003/SFTH/index.htm

Appendix B, con’t.
Key Standards and Best Practices
of Specialized International Organizations

Organization

Standards and Best Practices

International Organization of
Securities Commissions (I0SCO)

Anti-Money Laundering Guidance for Collective Invest-
ment Schemes, Final Report of the IOSCO Technical Com-

mittee, October 2005.

e Provides guidance on anti-money laundering and
terrorist financing programs and client due diligence
for collective investment schemes.

Offshore Group of
Bank Supervisors

Trust and Company Service Providers Statement of Best
Practices, September 2002.

Securing Effective Exchange of Information and Supervi-

sion in Respect of Trust and Company Service Providers,
December 2004.

United Nations Office on Drugs
and Crime (UNODC)

United Nations Model Terrorist Financing Bill, 2003.

- Model legislation primarily for countries with
common law systems designed to bring into force the
provisions of the International Convention for the Sup-
pression of the Financing of Terrorism, 1999 and Reso-
lution 1373 applicable to the financing of terrorism.

United Nations Model Bill on Money Laundering, Proceeds
of Crime and Terrorist Financing, 2003.

e Model legislation primarily for countries with com-
mon law systems to establish a Financial Intelligence
Unit; reduce the vulnerability of financial institutions
and cash dealers to abuse; and allow the proceeds of
crime and terrorist financing to be identified, traced,
frozen, seized, and confiscated.

International Money Laundering
Information Network (IMoLIN)

International Money Laundering Information Network.

e An secure Internet-based network of anti-money
laundering organizations assisting governments, orga-
nizations, and individuals including a database on leg-
islation, an electronic library, and calendar of relevant
events.
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http://www.iosco.org/library/pubdocs/pdf/IOSCOPD205.pdf
http://www.iosco.org/library/pubdocs/pdf/IOSCOPD205.pdf
http://www.ogbs.net/images/statement.pdf
http://www.ogbs.net/images/statement.pdf
http://www.ogbs.net/images/ogbstrustandcos.pdf
http://www.ogbs.net/images/ogbstrustandcos.pdf
http://www.imolin.org/imolin/tfbill03.html#PRELIMINARY
http://www.imolin.org/imolin/en/poctf03.html
http://www.imolin.org/imolin/en/poctf03.html
http://www.imolin.org/imolin/index.html

Appendix B, con’t.
Key Standards and Best Practices
of Specialized International Organizations

Organization Standards and Best Practices

Law Enforcement:

Interpol Interpol Global Police Communications System - 1-24/7.

e Secure police communications system that enables
officers in member states to gain instant access to
Interpol’s central database.

Mutual Legal Assistance and Extradition:

United Nations/United Model Treaty on Extradition, (General Assembly Resolu-
Nations Office on Drugs and tion 45/116, as amended by General Assembly Resolution
Crime (UNODC) 52/88).

e Provides template and options for negotiating and
concluding extradition treaties.

Model Treaty on Mutual Assistance in Criminal Matters,
(General Assembly Resolution 45/117, as amended by
General Assembly Resolution 53/112).

e Provides template and options for negotiating and
concluding mutual legal assistance treaties.

Model Law on Extradition.

e Provides instrument for implementing the provi-
sions of the Model Treaty on Extradition and new inter-
national norms in extradition law.

Revised Manuals on the Model Treaties on Extradition and
Mutual Assistance in Criminal Matters.

e Provides guidance on the purpose, application, and
implementation of the Model Treaties on Extradition
and Mutual Assistance in Criminal Matters.
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http://www.interpol.int/Public/ICPO/FactSheets/i247.asp
http://www.unodc.org/pdf/model_treaty_extradition.pdf
http://www.unodc.org/pdf/model_treaty_mutual_assistance_criminal_matters.pdf
http://www.unodc.org/pdf/model_law_extradition.pdf
http://www.unodc.org/pdf/model_treaty_extradition_revised_manual.pdf
http://www.unodc.org/pdf/model_treaty_extradition_revised_manual.pdf

Appendix B, con’t.
Key Standards and Best Practices
of Specialized International Organizations

Organization Standards and Best Practices

Travel Documents:

International Civilian Aviation ICAO Document 9303.

Organization (ICAO)
. Document 9303 and the work of the ICAO Tech-

nical Advisory Group (TAG) and working groups on
MRTDs provide standards and best practices for travel
documents, immigration identification, and biometrics.

Interpol’s Automated Search Facility/Stolen Travel Docu-
ment Database.

. Database that allows member states to share in-
formation on lost and stolen travel documents.

Refugee Status:

United Nations Procedural Standards for Refugee Status Determination
High Commissioner under UNHCR’s Mandate, 2005.

for Refugees (UNHCR)

e Detalil the criteria and procedures upon which
refugee status is determined.

Handbook on Procedures and Criteria for Determining
Refugee Status under the 1951 Convention and the 1967

Protocol relating to the Status of Refugees, HCR/IP/4/
Eng/REV.1 Reedited, Geneva, January 1992, 1979.

e Provides guidance for government officials con-
cerned with the determination of refugee status.

Guidelines on International Protection: Application of
the Exclusion Clauses: Article 1F of the 1951 Convention

relating to the Status of Refugees, HCR/GIP/03/05, 4
September 2003.

e Provides guidance on proper application of the
exclusion clauses.

- Background Note on the Application of the Exclu-
sion Clauses: Article 1F of the 1951 Convention relat-
ing to the Status of Refugees, 4 September 2003.

— Provides analysis of the exclusion clauses.

Summary Conclusions — Exclusion from Refugee Status.
Lisbon Expert Roundtable, Global Consultations on Inter-
national Protection, EC/GC/01/2Trackl, 3-4 May 2001.
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http://www.icao.int/mrtd/publications/doc.cfm
http://www.unhcr.org/cgi-bin/texis/vtx/publ/opendoc.pdf?tbl=PUBL&id=4317223c9
http://www.unhcr.org/cgi-bin/texis/vtx/publ/opendoc.pdf?tbl=PUBL&id=4317223c9
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=PUBL&id=3d58e13b4
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=PUBL&id=3d58e13b4
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=PUBL&id=3d58e13b4
http://www.unhcr.org/cgi-bin/texis/vtx/publ/opendoc.pdf?tbl=PUBL&id=3f7d48514
http://www.unhcr.org/cgi-bin/texis/vtx/publ/opendoc.pdf?tbl=PUBL&id=3f7d48514
http://www.unhcr.org/cgi-bin/texis/vtx/publ/opendoc.pdf?tbl=PUBL&id=3f7d48514
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=RSDLEGAL&id=3f5857d24
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=RSDLEGAL&id=3f5857d24
http://www.unhcr.org/cgi-bin/texis/vtx/home/opendoc.pdf?tbl=RSDLEGAL&id=3f5857d24

Appendix B, con’t.
Key Standards and Best Practices
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Organization Standards and Best Practices
Customs:
World Customs Organization Framework of Standards to Secure and Facilitate Global
(WCo0) Trade, 23 June 2005.

e OQutlines standards to protect and facilitate in-
ternational trade from terrorism based on four core
elements: harmonized advance electronic manifest
information, inspections based on risk-management,
use of modern technology, and customs privileges for
businesses that meet minimal supply-chain security
standards.

The Global Information and Intelligence Strategy, Cus-
toms Compendium, Volume 4, February 2005.

e Provides a framework for the management of
intelligence and information to maximize the effec-
tiveness of controls on and to facilitate transnational

trade.
Aviation Security:
International Civilian Aviation Standards and Recommended Practices contained in An-
Organization (ICAO) nex 17 to the Convention on International Civil Aviation

(Chicago Convention).

e Standards and recommended practices for the
safeguarding of international civil aviation adopted by
the ICAO Council.

. Security Manual for Safeguarding Civil Aviation
Against Acts of Unlawful Interference, Document 8973,
[Restricted].

— Provides guidance on the interpretation and
implementation of the SARPs found in Annex 17 of
the Chicago Convention.

ICAO Man-Portable Air Defense Systems (MANPADS) In-
formation and Assessment Tool Kit.

e Provides instructions for conducting self-assess-
ments of vulnerabilities at airports.

ICAO Dedicated Secure Website.

e Provides additional guidance material to ICAO con-
tracting states.
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http://ec.europa.eu/taxation_customs/resources/documents/customs/policy_issues/customs_security/normes_WCO_en.pdf
http://ec.europa.eu/taxation_customs/resources/documents/customs/policy_issues/customs_security/normes_WCO_en.pdf
http://europa.eu.int/comm/taxation_customs/resources/documents/customs/policy_issues/customs_security/normes_WCO_en.pdf
http://www.icao.int/atb/avsec/indexs.asp?static=etat_ms
http://www.icao.int/atb/avsec/indexs.asp?static=etat_ms
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Organization Standards and Best Practices

Maritime Security:

International Maritime International Ship and Port Facility Security Code (ISPS
Organization (IMO) Code).

e Supports the provisions of SOLAS Chapter XI-2
providing a comprehensive security regime for inter-
national maritime shipping based primarily on a risk
management approach.

Code of Practice on Security in Ports, International La-
bor Organization and International Maritime Organiza-
tion, Tripartite Meeting of Experts on Security, Safety and
Health in Ports, Geneva, 2003.

e Provides guidance to enable governments, em-
ployers, workers, and other stakeholders to reduce
security threats to maritime ports.

Weapons Supply:

Organization for Security and Handbook on Best Practices on Small Arms and Light
Co-operation in Europe (OSCE) |Weapons, 19 September 2003.

e Prescribes best practices for the manufacture,
marking, export, brokering, stockpiling, and destruc-
tion of small arms and light weapons.

United Nations Office on Drugs Legislative Guide for the Implementation of the Proto-
and Crime (UNODC) col against the lllicit Manufacturing of and Trafficking in_
Firearms, their Parts and Components and Ammunition
(Firearms Protocol) to the United Nations Convention

against Transnational Organized Crime (Palermo Conven-
tion), New York, 2004.

e Lays out the basic requirements of the Firearms
Protocol, lists issues that state parties must address,
and provides options for legislative drafters taking into
account different legal traditions and institutional ca-
pacities.
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http://www.imo.org/includes/blastDataOnly.asp/data_id%3D8557/ILOIMOCODEDRAFTmesshp-cp-aEnglish.pdf
http://www.un.org/Docs/sc/committees/1373/handbook.pdf
http://www.un.org/Docs/sc/committees/1373/handbook.pdf
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
http://www.unodc.org/unodc/organized_crime_convention_legislative_guides.html#_Legislative_guide_for_3
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Organization Standards and Best Practices

Weapons Supply, con’t.:

The Wassenaar Arrangement Best Practice Guidelines for Exports of Small Arms and
Light Weapons, December 2002.

Elements for Export Controls of Man-Portable Air Defense
Systems, 2003.

Best Practices for Disposal of Surplus/Demilitarized
Equipment, 2000.

Best Practices regarding “Very Sensitive List” Items,
2000.

Elements for Effective Legislation on Arms Brokering,
2003.

Implementation of International Conventions on Terrorism/Model
Legislation:

Commonwealth Secretariat Model Legislative Provisions on Measures to Combat Ter-
rorism, September 2002.

- Illustrates the legislative measures required under
Resolution 1373 including measures that are not man-
datory but useful in combating terrorism.

Implementation Kits for the International Counter-Terror-
ism Conventions, 2002.

e Provides legal commentary on the universal coun-
ter-terrorism instruments and model legislative provi-
sions.

Organization for Security and OSCE Commitments and International Legal Instruments
Co-operation in Europe (OSCE) Relating to Terrorism: A Reference Guide, July 2003.

- Provides a summary of OSCE counter-terrorism
commitments and summary of relevant international
legal instruments.

52



http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.wassenaar.org/publicdocuments/Basic documents 2006 - January.doc
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7B32AF830D-F83A-4432-8051-750C789531A5%7D_final_terrorism_law.pdf
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7B32AF830D-F83A-4432-8051-750C789531A5%7D_final_terrorism_law.pdf
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7B8AE4DB15-88A5-46F2-8037-357DFF7D3EC1%7D_Implementation%20Kits%20for%20Counter-Terrorism.pdf
http://www.thecommonwealth.org/shared_asp_files/uploadedfiles/%7B8AE4DB15-88A5-46F2-8037-357DFF7D3EC1%7D_Implementation%20Kits%20for%20Counter-Terrorism.pdf
http://www.un.org/Docs/sc/committees/1373/osce_reference_guide.pdf
http://www.un.org/Docs/sc/committees/1373/osce_reference_guide.pdf
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Organization Standards and Best Practices

Implementation of International Conventions on Terrorism/Model
Legislation, con’t.:

United Nations Office on Drugs Legislative Guide to Universal Anti-Terrorism Conventions
and Crime (UNODC) and Protocols, New York, 2003.

e Provides an overview of the universal anti-ter-
rorism convention, guidance on satisfying legislative
obligations, and model legislation.

UNODC Checklists for the twelve universal anti-terror-
ism conventions and for Security Council Resolution 1373

(2001).

e Checklist for satisfying the universal anti-terrorism
conventions and Resolution 1373.

UNODC Guide for the Legislative Incorporation and Im-
plementation of the Universal Instruments against Ter-
rorism.

e Provides legislative guidance primarily for coun-
tries with civil law systems implementing the universal
instruments against terrorism including model legisla-
tion.

*This ongoing compilation of standards and best practices relevant to the implementation of UN Security
Council Resolution 1373 was begun by the project in September 2004. It is based on original research conducted
by the project but also reflects the parallel efforts of the CTED in this regard.
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http://www.unodc.org/unodc/en/terrorism_tools.html
http://www.unodc.org/unodc/en/terrorism_tools.html
http://www.unodc.org/pdf/crime/terrorism/Checklist_12_Conv_ En.doc
http://www.unodc.org/pdf/crime/terrorism/Checklist_12_Conv_ En.doc
http://www.unodc.org/pdf/crime/terrorism/Checklist_12_Conv_ En.doc

Appendix C
Categories of Implementation
and Operative Paragraphs
Resolution 1373

Terrorist Financing Legal Practice and Territorial Control
Law Enforcement

1.(a) 2.(b) 2.(a)
1.(b) 2.(e) 2.(c)
1.(c) 2.(f) 2.(d)
1.(d) 3.(a) 2.(g)
3.(b) 3.(f)
3.(c) 3.(9)
3.(d)
3.(e)
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Appendix D
FATF Special Recommendations on Terrorist Financing

Recognising the vital importance of taking action to combat the financing of terrorism, the FATF has
agreed these Recommendations, which, when combined with the FATF Forty Recommendations on money
laundering, set out the basic framework to detect, prevent and suppress the financing of terrorism and
terrorist acts.

I. Ratification and implementation of UN instruments

Each country should take immediate steps to ratify and to implement fully the 1999 United Nations
International Convention for the Suppression of the Financing of Terrorism.

Countries should also immediately implement the United Nations resolutions relating to the
prevention and suppression of the financing of terrorist acts, particularly United Nations Security Council
Resolution 1373.

I1. Criminalising the financing of terrorism and associated money laundering

Each country should criminalise the financing of terrorism, terrorist acts and terrorist organisations.
Countries should ensure that such offences are designated as money laundering predicate offences.

I11. Freezing and confiscating terrorist assets

Each country should implement measures to freeze without delay funds or other assets of terrorists,
those who finance terrorism and terrorist organisations in accordance with the United Nations resolutions
relating to the prevention and suppression of the financing of terrorist acts.

Each country should also adopt and implement measures, including legislative ones, which would
enable the competent authorities to seize and confiscate property that is the proceeds of, or used in, or
intended or allocated for use in, the financing of terrorism, terrorist acts or terrorist organisations.

IV. Reporting suspicious transactions related to terrorism

If financial institutions, or other businesses or entities subject to anti-money laundering obligations,
suspect or have reasonable grounds to suspect that funds are linked or related to, or are to be used for
terrorism, terrorist acts or by terrorist organisations, they should be required to report promptly their
suspicions to the competent authorities.

V. International Co-operation

Each country should afford another country, on the basis of a treaty, arrangement or other mechanism
for mutual legal assistance or information exchange, the greatest possible measure of assistance in
connection with criminal, civil enforcement, and administrative investigations, inquiries and proceedings
relating to the financing of terrorism, terrorist acts and terrorist organisations.

Countries should also take all possible measures to ensure that they do not provide safe havens for
individuals charged with the financing of terrorism, terrorist acts or terrorist organisations, and should have
procedures in place to extradite, where possible, such individuals.
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V1. Alternative Remittance

Each country should take measures to ensure that persons or legal entities, including agents, that
provide a service for the transmission of money or value, including transmission through an informal
money or value transfer system or network, should be licensed or registered and subject to all the FATF
Recommendations that apply to banks and nonbank financial institutions. Each country should ensure that
persons or legal entities that carry out this service illegally are subject to administrative, civil or criminal
sanctions.

VI1I. Wire transfers

Countries should take measures to require financial institutions, including money remitters, to include
accurate and meaningful originator information (name, address and account number) on funds transfers
and related messages that are sent, and the information should remain with the transfer or related message
through the payment chain.

Countries should take measures to ensure that financial institutions, including money remitters,
conduct enhanced scrutiny of and monitor for suspicious activity funds transfers which do not contain
complete originator information (name, address and account number).

VI1I1. Nonprofit organizations

Countries should review the adequacy of laws and regulations that relate to entities that can be abused
for the financing of terrorism. Nonprofit organisations are particularly vulnerable, and countries should
ensure that they cannot be misused:

(1) by terrorist organisations posing as legitimate entities;

(i) to exploit legitimate entities as conduits for terrorist financing, including for the purpose of
escaping asset freezing measures; and

(iii) to conceal or obscure the clandestine diversion of funds intended for legitimate purposes to
terrorist organisations.

I X. Cash Couriers

Countries should have measures in place to detect the physical cross-border transportation of currency
and bearer negotiable instruments, including a declaration system or other disclosure obligation.

Countries should ensure that their competent authorities have the legal authority to stop or restrain
currency or bearer negotiable instruments that are suspected to be related to terrorist financing or money
laundering, or that are falsely declared or disclosed.

Countries should ensure that effective, proportionate and dissuasive sanctions are available to deal with

persons who make false declaration(s) or disclosure(s). In cases where the currency or bearer negotiable
instruments are related to terrorist financing or money laundering, countries should also adopt measures,
including legislative ones consistent with Recommendation 3 and Special Recommendation III, which

would enable the confiscation of such currency or instruments.

(Updated by FATF October 2004)
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